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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Cybersecurity has not 
checked these sites or links for security. 
 

News from Monday, May 13, 2024 
(Reported on Tuesday, May 14, 2024) 

Government 
Black Basta Ransomware Strikes 500+ Entities Across North America, Europe, and Australia 
Read more at TheHackerNews 

 

School Districts Fear AI Could Enable New Cyber Threats 
Read more at GovTech 

Financial Institutions 
Experts Warn the NVD Backlog Is Reaching a Breaking Point 
Read more at BankInfoSecurity 

Healthcare 
Cyberattack on Ascension leads to ambulance diversions 
Read more at Health IT Security 

Other 
Severe Vulnerabilities in Cinterion Cellular Modems Pose Risks to Various Industries 
Read more at TheHackerNews 
 
INC ransomware source code selling on hacking forums for $300,000 
Read more at Bleeping Computer 
 
Hackers use DNS tunneling for network scanning, tracking victims 
Read more at Bleeping Computer 
 
Apple backports fix for RTKit iOS zero-day to older iPhones 
Read more at Bleeping Computer 
 
Botnet sent millions of emails in LockBit Black ransomware campaign 
Read more at Bleeping Computer 
 
Malicious Python Package Hides Sliver C2 Framework in Fake Requests Library Logo 
Read more at TheHackerNews 
 
Mallox Ransomware Deployed Via MS-SQL Honeypot Attack 
Read more at Information Security Magazine 

https://thehackernews.com/2024/05/black-basta-ransomware-strikes-500.html
https://www.govtech.com/education/k-12/school-districts-fear-ai-could-enable-new-cyber-threats
https://www.bankinfosecurity.com/experts-warn-nvd-backlog-reaching-breaking-point-a-25191
https://healthitsecurity.com/news/cyberattack-on-ascension-leads-to-ambulance-diversions
https://thehackernews.com/2024/05/severe-vulnerabilities-in-cinterion.html
https://www.bleepingcomputer.com/news/security/inc-ransomware-source-code-selling-on-hacking-forums-for-300-000/
https://www.bleepingcomputer.com/news/security/hackers-use-dns-tunneling-for-network-scanning-tracking-victims/
https://www.bleepingcomputer.com/news/apple/apple-backports-fix-for-rtkit-ios-zero-day-to-older-iphones/
https://www.bleepingcomputer.com/news/security/botnet-sent-millions-of-emails-in-lockbit-black-ransomware-campaign/
https://thehackernews.com/2024/05/malicious-python-package-hides-sliver.html
https://www.infosecurity-magazine.com/news/mallox-ransomware-deployed-via-ms/
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News from Monday, May 13, 2024 
(Reported on Tuesday, May 14, 2024) 

Why Tokens Are Like Gold for Opportunistic Threat Actors 
Read more at DarkReading 

 

How Did Authorities Identify the Alleged Lockbit Boss? 
Read more at Krebs on Security 

 

https://www.darkreading.com/cyberattacks-data-breaches/why-tokens-are-like-gold-for-opportunistic-threat-actors
https://krebsonsecurity.com/2024/05/how-did-authorities-identify-the-alleged-lockbit-boss/

