Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Friday January 03, 2025 to Sunday January 05, 2025

(Reported on Monday January 06, 2025)

Government
CISA Adds One Known Exploited Vulnerability to Catalog
Read more on US Cert

US CISA Issues Final Cyber Rules for Restricted Bulk Data
Read more at GovInfoSecurity

Financial Institutions
Banks And CUs At Crossroads This Year?
Read more at CUtoday.info

Apple Settles 'Hey Siri' Lawsuit for $95 Million
Read more at BankinfoSecurity

Cryptocurrency wallet drainers stole $494 million in 2024
Read more at BleepingComputer

Two Men Arrested In Failed Attempt To Steal CU ATM On New Year's Eve
Read more at CUtoday.info

Healthcare
Dental Practice Pays State in Alleged Data Breach 'Cover Up'
Read more at HealthcarelnfoSecurity

Las Palmas Del Sol Healthcare Discovers 2-Year Insider Data Breach
Read more at TheHIPAAJournal

What's in HHS' Proposed HIPAA Security Rule Overhaul?
Read more at HealthcarelnfoSecurity

Other
What Security Lessons Did We Learn in 2024?
Read more at DarkReading

Windows 10 users urged to upgrade to avoid "security fiasco"
Read more at BleepingComputer
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https://www.cisa.gov/news-events/alerts/2024/12/30/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.govinfosecurity.com/us-cisa-issues-final-cyber-rules-for-restricted-bulk-data-a-27215
https://www.cutoday.info/THE-feature/Banks-And-CUs-At-Crossroads-This-Year
https://www.bankinfosecurity.com/apple-settles-hey-siri-lawsuit-for-95-million-a-27217
https://www.bleepingcomputer.com/news/security/cryptocurrency-wallet-drainers-stole-494-million-in-2024/
https://www.cutoday.info/Fresh-Today/Two-Men-Arrested-In-Failed-Attempt-To-Steal-CU-ATM-On-New-Year-s-Eve
https://www.healthcareinfosecurity.com/dental-practice-pays-state-in-alleged-data-breach-cover-up-a-27213
https://www.hipaajournal.com/las-palmas-del-sol-healthcare-insider-data-breach/
https://www.healthcareinfosecurity.com/whats-in-hhs-proposed-hipaa-security-rule-overhaul-a-27201
https://www.darkreading.com/cyber-risk/security-lessons-learn-2024
https://www.bleepingcomputer.com/news/microsoft/windows-10-users-urged-to-upgrade-to-avoid-security-fiasco/

News from Friday January 03, 2025 to Sunday January 05, 2025
(Reported on Monday January 06, 2025)

Bad Tenable plugin updates take down Nessus agents worldwide
Read more at BleepingComputer

U.S. Army Soldier Arrested in AT&T, Verizon Extortions
Read more at KrebsonSecurity

9 IT resolutions for 2025
Read more at ClO.com
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https://www.bleepingcomputer.com/news/security/bad-tenable-plugin-updates-take-down-nessus-agents-worldwide/
https://krebsonsecurity.com/2024/12/u-s-army-soldier-arrested-in-att-verizon-extortions/
https://www.cio.com/article/3629833/9-it-resolutions-for-2025.html

