Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Monday January 06, 2025

(Reported on Tuesday January 07, 2025)

Government
CISA Investigates Chinese Hacking of Treasury Department
Read more at GovInfoSecurity

China's Hacking of US Telecoms: Officials Name More Victims
Read more at GovInfoSecurity

Financial Institutions
Patch Alert: Remotely Exploitable LDAP Flaws in Windows
Read more at BankinfoSecurity

CFPB Finalizes Rule To Remove Medical Bills From Credit Reports
Read more at CUtoday.info

Nuclei Patches High Severity Flaw in Security Tool
Read more at BanklInfoSecurity

Healthcare
Staten Island Hospital Notifying 674,000 of May 2023 Hack
Read more at HealthInfoSecurity

Tampa General Hospital Settles Data Breach Lawsuit for $6.8M
Read more at TheHIPAAJournal

Other
Report: Flaws in lllumina DNA Sequencer Devices Allows Hacks
Read more at DeviceSecurity.io

Green Bay Packers' online store hacked to steal credit cards
Read more at BleepingComputer

Time to check if you ran any of these 33 malicious Chrome extensions
Read more at Arstechnica
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https://www.govinfosecurity.com/cisa-investigates-chinese-hacking-treasury-department-a-27227
https://www.bankinfosecurity.com/chinas-hacking-us-telecoms-officials-name-more-victims-a-27222
https://www.bankinfosecurity.com/patch-alert-remotely-exploitable-ldap-flaws-in-windows-a-27221
https://www.cutoday.info/Fresh-Today/CFPB-Finalizes-Rule-To-Remove-Medical-Bills-From-Credit-Reports
https://www.bankinfosecurity.com/nuclei-patches-high-severity-flaw-in-security-tool-a-27224
https://www.healthcareinfosecurity.com/staten-island-hospital-notifying-674000-may-2023-hack-a-27225
https://www.hipaajournal.com/tampa-general-hospital-data-breach-settlement/
https://www.devicesecurity.io/report-flaws-in-illumina-dna-sequencer-devices-allows-hacks-a-27228
https://www.bleepingcomputer.com/news/security/green-bay-packers-online-store-hacked-to-steal-credit-cards/
https://arstechnica.com/security/2025/01/dozens-of-backdoored-chrome-extensions-discovered-on-2-6-million-devices/

News from Monday January 06, 2025
(Reported on Tuesday January 07, 2025)

Vulnerable Moxa devices expose industrial networks to attacks
Read more at BleepingComputer

Al-generated phishing emails are getting very good at targeting executives
Read more at Arstechnica
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https://www.bleepingcomputer.com/news/security/vulnerable-moxa-devices-expose-industrial-networks-to-attacks/
https://arstechnica.com/security/2025/01/ai-generated-phishing-emails-are-getting-very-good-at-targeting-executives/

