Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Tuesday January 07, 2025

(Reported on Wednesday January 08, 2025)

Government
T-Mobile Sued by Washington State Over 2021 Data Breach
Read more at GovInfoSecurity

CISA Releases Two Industrial Control Systems Advisories
Read more at US Cert

CISA Issues New Goals to Strengthen IT Cybersecurity
Read more at GovInfoSecurity

Financial Institutions
Al Gold Rush and a Billion-Dollar Bet on the Future
Read more at BankInfoSecurity

Where Did The Money Go? NCUA Audit Reveals How One Credit Union Lost $12 Million Over 12
Months
Read more at CUtoday.info

Healthcare
FDA Warns of Cyber Risks in Guidance for Al-Enabled Devices
Read more at HealthInfoSecurity

370,000 Individuals Affected by Cyberattacks on NY & WY Orthpaedics Specialists
Read more at The HIPAA Journal

OCR Agrees $80K Settlement with Elgon Information Systems to Resolve Risk Analysis Failure
Read more at The HIPAA Journal

The Biggest Healthcare Data Breaches of 2024
Read more at The HIPAA Journal

Other
PowerSchool hack exposes student, teacher data from K-12 districts
Read more at Bleeping Computer

US govt launches cybersecurity safety label for smart devices
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https://www.govinfosecurity.com/t-mobile-sued-by-washington-state-over-2021-data-breach-a-27232
https://www.cisa.gov/news-events/alerts/2025/01/07/cisa-releases-two-industrial-control-systems-advisories
https://www.govinfosecurity.com/cisa-issues-new-goals-to-strengthen-cybersecurity-a-27237
https://www.bankinfosecurity.com/ai-gold-rush-billion-dollar-bet-on-future-a-27230
https://www.cutoday.info/THE-feature/Where-Did-The-Money-Go-NCUA-Audit-Reveals-How-One-Credit-Union-Lost-12-Million-Over-12-Months
https://www.healthcareinfosecurity.com/fda-warns-cyber-risks-in-guidance-for-ai-enabled-devices-a-27236
https://www.hipaajournal.com/cyberattacks-ny-wy-orthpaedics-specialists/
https://www.hipaajournal.com/80k-hipaa-settlement-elgon-information-systems/
https://www.hipaajournal.com/biggest-healthcare-data-breaches-2024/
https://www.bleepingcomputer.com/news/security/powerschool-hack-exposes-student-teacher-data-from-k-12-districts/

News from Tuesday January 07, 2025
(Reported on Wednesday January 08, 2025)

Read more at Bleeping Computer

PhishWP Plug-in Hijacks WordPress E-Commerce Checkouts
Read more at DarkReading

UN aviation agency confirms recruitment database security breach
Read more at Bleeping Computer

CISA warns of critical Oracle, Mitel flaws exploited in attacks
Read more at Bleeping Computer
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https://www.bleepingcomputer.com/news/security/us-govt-launches-cybersecurity-safety-label-for-smart-devices/
https://www.darkreading.com/threat-intelligence/phishwp-plugin-hijacks-wordpress-e-commerce-checkouts
https://www.bleepingcomputer.com/news/security/un-aviation-agency-confirms-recruitment-database-security-breach/
https://www.bleepingcomputer.com/news/security/cisa-warns-of-critical-oracle-mitel-flaws-exploited-in-attacks/

