Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Wednesday January 08, 2025

(Reported on Thursday January 09, 2025)

Government
Zero-Day Patch Alert: lvanti Connect Secure Under Attack
Read more at GovInfoSecurity

White House Launches US Cyber Trust Mark for loT Devices
Read more at GovInfoSecurity

Financial Institutions
CU Threatened By Massive LA Wildfires Terms Blazes Some Of Most Concerning In Years
Read more at CUtoday.info

PCI DSS to Focus on Phishing-Resistant Authentication
Read more at PaymentSecurity

Healthcare
Billing Support Vendor Notifies 360K Patients About December 2023 Data Breach
Read more at The HIPAA Journal

2 HIPAA Business Associates Pay HHS Ransomware Settlements
Read more at HealthInfoSecurity

Eastern Idaho Public Health Discovers Insider Data Breach
Read more at The HIPAA Journal

Other
SonicWall urges admins to patch exploitable SSLVPN bug immediately
Read more at Bleeping Computer

A Day in the Life of a Prolific Voice Phishing Crew
Read more at KrebsonSecurity

Unconventional Cyberattacks Aim to Take Over PayPal Accounts
Read more at Darkreading

SonicWall urges admins to patch exploitable SSLVPN bug immediately
Read more at Bleeping Computer
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https://www.govinfosecurity.com/zero-day-patch-alert-ivanti-connect-secure-under-attack-a-27253
https://www.govinfosecurity.com/white-house-launches-us-cyber-trust-mark-for-iot-devices-a-27249
https://www.cutoday.info/Fresh-Today/CU-Threatened-By-Massive-LA-Wildfires-Terms-Blazes-Some-Of-Most-Concerning-In-Years
https://www.paymentsecurity.io/pci-dss-to-focus-on-phishing-resistant-authentication-a-27220
https://www.hipaajournal.com/billing-support-vendor-notifies-360k-patients-about-december-2023-data-breach/
https://www.healthcareinfosecurity.com/2-hipaa-business-associates-pay-hhs-ransomware-settlements-a-27245
https://www.hipaajournal.com/eastern-idaho-public-health-discovers-insider-data-breach/
https://www.bleepingcomputer.com/news/security/sonicwall-urges-admins-to-patch-exploitable-sslvpn-bug-immediately/
https://krebsonsecurity.com/2025/01/a-day-in-the-life-of-a-prolific-voice-phishing-crew/
https://www.darkreading.com/threat-intelligence/unconventional-cyberattacks-take-over-paypal-accounts
https://www.bleepingcomputer.com/news/security/sonicwall-urges-admins-to-patch-exploitable-sslvpn-bug-immediately/

News from Wednesday January 08, 2025
(Reported on Thursday January 09, 2025)

Over 4,000 backdoors hijacked by registering expired domains
Read more at BleepingComputer
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https://www.bleepingcomputer.com/news/security/over-4-000-backdoors-hijacked-by-registering-expired-domains/

