Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Thursday January 09, 2025

(Reported on Friday January 10, 2025)

Government
CISA Adds One Vulnerability to the KEV Catalog
Read more at US Cert

Ivanti Releases Security Updates for Connect Secure, Policy Secure, and ZTA Gateways
Read more at US Cert

Financial Institutions
Cryptohack Roundup: Kwon's Trial, China's Blockchain Plan
Read more at Banklnfosecurity

‘A Terrible Story We Are Living Through’—Wescom Describes How CU And Members Are Battling
Impacts From California Wildfires
Read more at CUtoday.info

Credit Card Fraud Concerns Rising, Fls Expected To Be First Line Of Defense
Read more at CUtoday.info

FTC Refunding Consumers Duped By ‘Sham’ Mortgage Relief Operation
Read more at CUtoday.info

Healthcare
Florida Firm Fined $337K by Feds for Data Deleted in Hack
Read more at HealthcarelnfoSecurity

Eskenazi Health Pays $2.5 Million to Resolve Class Action Data Breach Lawsuit
Read more at The HIPAA Journal

BayMark Health Services Notifies Patients About October Ransomware Attack
Read more at The HIPAA Journal

Other
PowerSchool Reportedly Pays Ransom to Prevent Student Data Leak
Read more at InformationSecurityMagazine

Banshee 2.0 Malware Steals Apple's Encryption to Hide on Macs
Read more at DarkReading
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https://www.cisa.gov/news-events/alerts/2025/01/08/cisa-adds-one-vulnerability-kev-catalog
https://www.cisa.gov/news-events/alerts/2025/01/08/ivanti-releases-security-updates-connect-secure-policy-secure-and-zta-gateways
https://www.bankinfosecurity.com/cryptohack-roundup-kwons-trial-chinas-blockchain-plan-a-27255
https://www.cutoday.info/THE-feature/A-Terrible-Story-We-Are-Living-Through-Wescom-Describes-How-CU-And-Members-Are-Battling-Impacts-From-California-Wildfires
https://www.cutoday.info/Fresh-Today/Credit-Card-Fraud-Concerns-Rising-FIs-Expected-To-Be-First-Line-Of-Defense
https://www.cutoday.info/Fresh-Today/FTC-Refunding-Consumers-Duped-By-Sham-Mortgage-Relief-Operation
https://www.healthcareinfosecurity.com/florida-firm-fined-337k-by-feds-for-data-deleted-in-hack-a-27259
https://www.hipaajournal.com/eskenazi-health-2-5-million-class-action-data-breach-settlement/
https://www.hipaajournal.com/baymark-health-services-data-breach/
https://www.infosecurity-magazine.com/news/powerschool-pays-ransom-data-leak/
https://www.darkreading.com/threat-intelligence/banshee-malware-steals-apple-encryption-macs

News from Thursday January 09, 2025
(Reported on Friday January 10, 2025)

Fake CrowdStrike job offer emails target devs with crypto miners
Read more at Bleeping Computer

New Al Challenges Will Test CISOs & Their Teams in 2025
Read more at DarkReading
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https://www.bleepingcomputer.com/news/security/fake-crowdstrike-job-offer-emails-target-devs-with-crypto-miners/
https://www.darkreading.com/vulnerabilities-threats/new-ai-challenges-test-ciso-teams-2025

