Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Friday January 10, 2025 to January 12, 2025

(Reported on Monday January 13, 2025)

Government
CISA Releases Four Industrial Control Systems Advisories
Read more at US Cert

CISA Releases the Cybersecurity Performance Goals Adoption Report
Read more at US Cert

White House Moves to Restrict Al Chip Exports
Read more at GovInfoSecurity

Financial Institutions
NCUA Monitoring And Assisting CUs Affected By Wildfires In LA
Read more at CUtoday.info

Three Russian Cryptomixer Masterminds Indicted in US
Read more at BankinfoSecurity

Big Jump In Synthetic ID Fraud For Auto Lending
Read more at CUtoday.info

CFPB Seeks Input On Digital Payment Privacy And Consumer Protections
Read more at CUtoday.info

Healthcare
Could HIPAA Security Update Mean Bigger Lawsuit Payouts?
Read more at HealthcarelnfoSecurity

Other
Microsoft MFA outage blocking access to Microsoft 365 apps
Read more at Bleeping Computer

Phishing texts trick Apple iMessage users into disabling protection
Read more at Bleeping Computer
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https://www.cisa.gov/news-events/alerts/2025/01/10/cisa-releases-four-industrial-control-systems-advisories
https://www.cisa.gov/news-events/alerts/2025/01/10/cisa-releases-cybersecurity-performance-goals-adoption-report
https://www.govinfosecurity.com/white-house-moves-to-restrict-ai-chip-exports-a-27275
https://www.cutoday.info/Fresh-Today/NCUA-Monitoring-And-Assisting-CUs-Affected-By-Wildfires-In-LA
https://www.bankinfosecurity.com/three-russian-cryptomixer-masterminds-indicted-in-us-a-27267
https://www.cutoday.info/THE-feature/Big-Jump-In-Synthetic-ID-Fraud-For-Auto-Lending
https://www.cutoday.info/Fresh-Today/CFPB-Seeks-Input-On-Digital-Payment-Privacy-And-Consumer-Protections
https://www.healthcareinfosecurity.com/could-hipaa-security-update-mean-bigger-lawsuit-payouts-a-27268
https://www.bleepingcomputer.com/news/microsoft/microsoft-mfa-outage-blocking-access-to-microsoft-365-apps/
https://www.bleepingcomputer.com/news/security/phishing-texts-trick-apple-imessage-users-into-disabling-protection/

News from Friday January 10, 2025 to January 12, 2025
(Reported on Monday January 13, 2025)

Pastor who saw crypto project in his "dream" indicted for fraud
Read more at Bleeping Computer

Scammers file first — Get your IRS Identity Protection PIN now
Read more at Bleeping Computer
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https://www.bleepingcomputer.com/news/legal/pastor-who-saw-crypto-project-in-his-dream-indicted-for-fraud/
https://www.bleepingcomputer.com/news/security/scammers-file-first-get-your-irs-identity-protection-pin-now/

