Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Monday January 13, 2025

(Reported on Tuesday January 14, 2025)

Government
CISA orders agencies to patch BeyondTrust bug exploited in attacks
Read more at Bleeping Computer

Financial Institutions
FRAML Reality Check: Is Full Integration Really Practical?
Read more at BankinfoSecurity

California Wildfires Story Continues: How Long Will Members Need Credit Union Support?
Read more at CUtoday.info

CFPB Sues Capital One For ‘Cheating’ Consumers Out Of More Than $2 Billion
Read more at CUtoday.info

Healthcare
Feds Tell Health Sector to Watch for Bias in Al Decisions
Read more at HealthInfoSecurity

OSHA Confirms 2025 Increase to Maximum Violation Penalties
Read more at TheHIPAAJournal

OneBlood confirms personal data stolen in July ransomware attack
Read more at Bleeping Computer

Other
Microsoft Cracks Down on Malicious Copilot Al Use
Read more at DarkReading

Ransomware abuses Amazon AWS feature to encrypt S3 buckets
Read more at Bleeping Computer

Microsoft Sues Harmful Fake Al Image Crime Ring
Read more DataBreachToday

Cloud Attackers Exploit Max-Critical Aviatrix RCE Flaw
Read more at DarkReading
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https://www.bleepingcomputer.com/news/security/cisa-orders-agencies-to-patch-beyondtrust-bug-exploited-in-attacks/
https://www.bankinfosecurity.com/framl-reality-check-full-integration-really-practical-a-27278
https://www.cutoday.info/THE-feature/California-Wildfires-Story-Continues-How-Long-Will-Members-Need-Credit-Union-Support
https://www.cutoday.info/Fresh-Today/CFPB-Sues-Capital-One-For-Cheating-Consumers-Out-Of-More-Than-2-Billion
https://www.healthcareinfosecurity.com/feds-tell-health-sector-to-watch-for-bias-in-ai-decisions-a-27279
https://www.hipaajournal.com/osha-2025-violation-penalties/
https://www.bleepingcomputer.com/news/security/oneblood-confirms-personal-data-stolen-in-july-ransomware-attack/
https://www.darkreading.com/application-security/microsoft-cracks-down-malicious-copilot-ai-use
https://www.bleepingcomputer.com/news/security/ransomware-abuses-amazon-aws-feature-to-encrypt-s3-buckets/
https://www.databreachtoday.com/microsoft-sues-harmful-fake-ai-image-crime-ring-a-27277
https://www.darkreading.com/cloud-security/cloud-attackers-exploit-max-critical-aviatrix-rce-flaw

News from Monday January 13, 2025
(Reported on Tuesday January 14, 2025)

Microsoft: macOS bug lets hackers install malicious kernel drivers
Read more at Bleeping Computer
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https://www.bleepingcomputer.com/news/security/microsoft-macos-bug-lets-hackers-install-malicious-kernel-drivers/

