Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Wednesday February 05, 2025

(Reported on Thursday February 06, 2025)

Government
CISA Adds One Known Exploited Vulnerability to Catalog
Read more at Cisa.gov

Mental Malware: Overcoming Self-Doubt That Holds You Back
Read more at GovInfoSecurity

Financial Institutions
Ransomware: Victims Who Pay a Ransom Drops to All-Time Low
Read more at BanklInfoSecurity

Will Cryptocurrency Disrupt Payments, Steal Credit Union Transactions And Revenue?
Read more at CUtoday.info

Open-Source Al: Power Shift or Pandora's Box?
Read more at BanklInfoSecurity

Healthcare
Ex-HIPAA Officer: State lllegally Shared PHI for Research
Read more at HealthcarelnfoSecurity

At Least 24,400 Individuals Affected by 5 Healthcare Data Breaches
Read more at TheHIPAAJournal

Other
New Microsoft script updates Windows media with bootkit malware fixes
Read more at Bleeping Computer

Phishing via "com-" prefix domains, (Wed, Feb 5th)
Read more at SANS

CISA tags Microsoft .NET and Apache OFBiz bugs as exploited in attacks
Read more at Bleeping Computer

Robocallers posing as FCC fraud prevention team call FCC staff
Read more at Bleeping Computer
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https://www.cisa.gov/news-events/alerts/2025/02/05/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.govinfosecurity.com/blogs/mental-malware-overcoming-self-doubt-that-holds-you-back-p-3809
https://www.bankinfosecurity.com/blogs/ransomware-victims-who-pay-ransom-drops-to-all-time-low-p-3806
https://www.cutoday.info/THE-feature/Will-Cryptocurrency-Disrupt-Payments-Steal-Credit-Union-Transactions-And-Revenue
https://www.bankinfosecurity.com/open-source-ai-power-shift-or-pandoras-box-a-27451
https://www.healthcareinfosecurity.com/ex-hipaa-officer-state-illegally-shared-phi-for-research-a-27455
https://www.hipaajournal.com/24400-individuals-affected-5-healthcare-data-breaches/
https://www.bleepingcomputer.com/news/microsoft/new-microsoft-script-updates-windows-media-with-bootkit-malware-fixes/
https://isc.sans.edu/diary/rss/31654
https://www.bleepingcomputer.com/news/security/cisa-tags-microsoft-net-and-apache-ofbiz-bugs-as-exploited-in-attacks/
https://www.bleepingcomputer.com/news/security/robocallers-posing-as-fcc-fraud-prevention-team-call-fcc-staff/

News from Wednesday February 05, 2025
(Reported on Thursday February 06, 2025)

CISA orders agencies to patch Linux kernel bug exploited in attacks
Read more at Bleeping Computer

Hackers spoof Microsoft ADFS login pages to steal credentials
Read more at Bleeping Computer

AMD fixes bug that lets hackers load malicious microcode patches
Read more at Bleeping Computer
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https://www.bleepingcomputer.com/news/security/cisa-orders-agencies-to-patch-linux-kernel-bug-exploited-in-attacks/
https://www.bleepingcomputer.com/news/security/hackers-spoof-microsoft-adfs-login-pages-to-steal-credentials/
https://www.bleepingcomputer.com/news/security/amd-fixes-bug-that-lets-hackers-load-malicious-microcode-patches/

