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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Thursday February 06, 2025 
                                (Reported on February 07, 2025) 

Government 
CISA Releases Six Industrial Control Systems Advisories 
Read more at Cisa.gov 
 
Federal Cyber Workers Can Now Accept Trump Resignation Offer 
Read more at GovInfoTechnology 
 
Breach Roundup: Hacker Claims 20 Million OpenAI Logins Taken 
Read more at GovInfoTechnology 

Financial Institutions 
Cryptohack Roundup: Critical Ethereum Vulnerability 
Read more at BankInfoSecurity 
 
Federal Judge Expands Injunction Against Illinois Interchange Law To Out-Of-State Banks, Denies 
Credit Unions' Request 
Read more at CUtoday.info 

Healthcare 
Will DOGE Access to CMS Data Lead to HIPAA Breaches? 
Read more at HealthcareInfoSecurity 
 
Hospital Sisters Health System: August 2023 Data Breach Affected 883K Individuals 
Read more at TheHIPAAJournal 
 

Other 
Microsoft says attackers use exposed ASP.NET keys to deploy malware 
Read more at Bleeping Computer 
 
“Torrenting from a corporate laptop doesn’t feel right”: Meta emails unsealed 
Read more at Arstechnica 
 
Kimsuky hackers use new custom RDP Wrapper for remote access 
Read more at Bleeping Computer 
 

https://www.cisa.gov/news-events/alerts/2025/02/06/cisa-releases-six-industrial-control-systems-advisories
https://www.govinfosecurity.com/federal-cyber-workers-now-accept-trump-resignation-offer-a-27462
https://www.govinfosecurity.com/breach-roundup-hacker-claims-20-million-openai-logins-taken-a-27460
https://www.bankinfosecurity.com/cryptohack-roundup-critical-ethereum-vulnerability-a-27459
https://www.cutoday.info/Fresh-Today/Federal-Judge-Expands-Injunction-Against-Illinois-Interchange-Law-To-Out-Of-State-Banks-Denies-Credit-Unions-Request
https://www.healthcareinfosecurity.com/will-doge-access-to-cms-data-lead-to-hipaa-breaches-a-27463
https://www.hipaajournal.com/hospital-sisters-health-system-starts-notifying-individuals-about-august-cyberattack/
https://www.bleepingcomputer.com/news/security/microsoft-says-attackers-use-exposed-aspnet-keys-to-deploy-malware/
https://arstechnica.com/tech-policy/2025/02/meta-torrented-over-81-7tb-of-pirated-books-to-train-ai-authors-say/
https://www.bleepingcomputer.com/news/security/kimsuky-hackers-use-new-custom-rdp-wrapper-for-remote-access/
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News from Thursday February 06, 2025 
                                (Reported on February 07, 2025) 

DeepSeek iOS app sends data unencrypted to ByteDance-controlled servers 
Read more at Arstechnica 
 
Critical RCE bug in Microsoft Outlook now exploited in attacks 
Read more at Bleeping Computer 
 
Hackers exploit SimpleHelp RMM flaws to deploy Sliver malware 
Read more at Bleeping Computer 
 

 

https://arstechnica.com/security/2025/02/deepseek-ios-app-sends-data-unencrypted-to-bytedance-controlled-servers/
https://www.bleepingcomputer.com/news/security/critical-rce-bug-in-microsoft-outlook-now-exploited-in-attacks/
https://www.bleepingcomputer.com/news/security/hackers-exploit-simplehelp-rmm-flaws-to-deploy-sliver-malware/

