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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Friday February 07, 2025 through February 09, 2025 
                                (Reported on Monday February 10, 2025) 

Government 
CISA Adds One Known Exploited Vulnerability to Catalog 
Read more at Cisa.gov 

 

Hackers exploit Cityworks RCE bug to breach Microsoft IIS servers 
Read more at Bleeping Computer 
 
 

Financial Institutions 
Crypto Wallet Scam: Not For Free, (Sat, Feb 8th) 
Read more at SANS 
 
Loan Officer Allegedly Turns CU Into Personal Piggy Bank 
Read more at CUtoday.info 

 

Former Prairie View FCU Manager Sentenced To Two Years For Embezzlement 
Read more at CUtoday.info 
 
Attackers Exploit Cryptographic Keys for Malware Deployment 
Read more at BankInfoSecurity 

Healthcare 
US health system notifies 882,000 patients of August 2023 breach 
Read more at Bleeping Computer 
 
Catholic Hospital Chain: 2023 Hack Affected Nearly 900,000 
Read more at HealthcareInfoSecurity 

 

Lawsuit Filed Against Rhode Island HIE by Whistleblower Who Alleged Impermissible Uses of HIE 
Data 
Read more at TheHIPAAJournal 

Other 
Massive brute force attack uses 2.8 million IPs to target VPN devices 
Read more at Bleeping Computer 

https://www.cisa.gov/news-events/alerts/2025/02/07/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.bleepingcomputer.com/news/security/hackers-exploit-cityworks-rce-bug-to-breach-microsoft-iis-servers/
https://isc.sans.edu/diary/rss/31666
https://www.cutoday.info/Fresh-Today/Loan-Officer-Allegedly-Turns-CU-Into-Personal-Piggy-Bank
https://www.cutoday.info/Fresh-Today/Former-Prairie-View-FCU-Manager-Sentenced-To-Two-Years-For-Embezzlement
https://www.bankinfosecurity.com/attackers-exploit-cryptographic-keys-for-malware-deployment-a-27475
https://www.bleepingcomputer.com/news/security/us-health-system-notifies-882-000-patients-of-august-2023-breach/
https://www.healthcareinfosecurity.com/catholic-hospital-chain-2023-hack-affected-nearly-900000-a-27473
https://www.hipaajournal.com/lawsuit-rhode-island-hie-whistleblower-termination/
https://www.bleepingcomputer.com/news/security/massive-brute-force-attack-uses-28-million-ips-to-target-vpn-devices/
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News from Friday February 07, 2025 through February 09, 2025 
                                (Reported on Monday February 10, 2025) 

 
Malicious ML Models on Hugging Face Leverage Broken Pickle Format to Evade Detection 
Read more at TheHackerNews 
 
Cloudflare outage caused by botched blocking of phishing URL 
Read more at Bleeping Computer 
 
Microsoft shares workaround for Windows security update issues 
Read more at Bleeping Computer 
 
SSL 2.0 turns 30 this Sunday... Perhaps the time has come to let it die?, (Fri, Feb 7th) 
Read more at SANS 
 
 

 

https://thehackernews.com/2025/02/malicious-ml-models-found-on-hugging.html
https://www.bleepingcomputer.com/news/security/cloudflare-outage-caused-by-botched-blocking-of-phishing-url/
https://www.bleepingcomputer.com/news/microsoft/microsoft-shares-workaround-for-windows-security-update-issues/
https://isc.sans.edu/diary/rss/31664

