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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Monday February 10, 2025 
                          (Reported on Tuesday February 11, 2025) 

Government 
DOGE's Use of AI Raises Major Privacy Concerns, Legal Heat 

Read more at GovInfoSecurity 

 

Financial Institutions 
Edge Devices Face Surge in Mass Brute-Force Password Attacks 

Read more at BankInfoSecurity 

 
CFPB Chaos: Credit Unions Brace For Uncertain Future As Oversight Freezes 

Read more at CUtoday.info 

Healthcare 
Georgia Hospital, Nursing Home Notifying 120,000 of Hack 

Read more at HealthcareInfoSecurity 

 
Accendo Insurance Company Affected by Business Associate Data Breach 

Read more at TheHIPAAJournal 

Other 
Over 12,000 KerioControl firewalls exposed to exploited RCE flaw 
Read more at Bleeping Computer 
 
Police arrests 4 Phobos ransomware suspects, seizes 8Base sites 
Read more at Bleeping Computer 
 
Microsoft raises rewards for Copilot AI bug bounty program 
Read more at Bleeping Computer 
 
Sky ECC encrypted service distributors arrested in Spain, Netherlands 
Read more at Bleeping Computer 
 
Apple fixes zero-day exploited in 'extremely sophisticated' attacks 
Read more at Bleeping Computer 
 
Hacker pleads guilty to SIM swap attack on US SEC X account 
Read more at Bleeping Computer 

https://www.govinfosecurity.com/doges-use-ai-raises-major-privacy-concerns-legal-heat-a-27489
https://www.bankinfosecurity.com/edge-devices-face-surge-in-mass-brute-force-password-attacks-a-27484
https://www.cutoday.info/THE-feature/CFPB-Chaos-Credit-Unions-Brace-For-Uncertain-Future-As-Oversight-Freezes
https://www.healthcareinfosecurity.com/georgia-hospital-nursing-home-notifying-120000-hack-a-27487
https://tylertech.crm.dynamics.com/main.aspx?appid=bcbec218-67b3-e811-a965-000d3a1c53e4&forceUCI=1&pagetype=control&controlName=MscrmControls.AcceleratedSales.AnchorShellControl
https://www.bleepingcomputer.com/news/security/over-12-000-keriocontrol-firewalls-exposed-to-exploited-rce-flaw/
https://www.bleepingcomputer.com/news/legal/police-arrests-4-phobos-ransomware-suspects-seizes-8base-sites/
https://www.bleepingcomputer.com/news/microsoft/microsoft-raises-rewards-for-copilot-ai-bug-bounty-program/
https://www.bleepingcomputer.com/news/legal/sky-ecc-encrypted-service-distributors-arrested-in-spain-netherlands/
https://www.bleepingcomputer.com/news/apple/apple-fixes-zero-day-exploited-in-extremely-sophisticated-attacks/
https://www.bleepingcomputer.com/news/security/hacker-pleads-guilty-to-sim-swap-attack-on-us-sec-x-account/
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News from Monday February 10, 2025 
                          (Reported on Tuesday February 11, 2025) 

 
Cyberattack disrupts Lee newspapers' operations across the US 
Read more at Bleeping Computer 
 
 
 

 

https://www.bleepingcomputer.com/news/security/cyberattack-disrupts-lee-newspapers-operations-across-the-us/

