Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Thursday February 13, 2025

(Reported on Friday February 14, 2025)

Government
CISA Cuts Expose US Critical Infrastructure to New Threats
Read more at GovInfoSecurity

CISA Releases Twenty Industrial Control Systems Advisories
Read more at Cisa.gov

APT Groups Using Ransomware '‘Smokescreen’ for Espionage
Read more at GovInfoSecurity

Financial Institutions
Cryptohack Roundup: Sentencing in a $37M Theft Case
Read more at BankinfoSecurity

NCUA's Four Funds Earn 'Clean' Audit Opinions For 2024
Read more at CUtoday.info

Healthcare
New Phishing Kit Bypasses Two-Factor Protections
Read more at HealthcarelnfoSecurity

Cloud Security Is Falling Short, But Generative Al Can Help
Read more at HealthcareinfoSecurity

Other
whoAMI attacks give hackers code execution on Amazon EC2 instances
Read more at Bleeping Computer

Hacker leaks account data of 12 million Zacks Investment users
Read more at Bleeping Computer

DShield SIEM Docker Updates, (Thu, Feb 13th)
Read more at SANS

Dutch Police seizes 127 XHost servers, dismantles bulletproof hoster
Read more at Bleeping Computer
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https://www.govinfosecurity.com/cisa-cuts-expose-us-critical-infrastructure-to-new-threats-a-27524
https://www.cisa.gov/news-events/alerts/2025/02/13/cisa-releases-twenty-industrial-control-systems-advisories
https://www.govinfosecurity.com/apt-groups-using-ransomware-smokescreen-for-espionage-a-27522
https://www.bankinfosecurity.com/cryptohack-roundup-sentencing-in-37m-theft-case-a-27514
https://www.cutoday.info/Fresh-Today/NCUA-s-Four-Funds-Earn-Clean-Audit-Opinions-For-2024
https://www.healthcareinfosecurity.com/new-phishing-kit-bypasses-two-factor-protections-a-27525
https://www.healthcareinfosecurity.com/cloud-security-falling-short-but-generative-ai-help-a-27526
https://www.bleepingcomputer.com/news/security/whoami-attacks-give-hackers-code-execution-on-amazon-ec2-instances/
https://www.bleepingcomputer.com/news/security/hacker-leaks-account-data-of-12-million-zacks-investment-users/
https://isc.sans.edu/diary/rss/31680
https://www.bleepingcomputer.com/news/legal/dutch-police-seizes-127-xhost-servers-dismantles-bulletproof-hoster/

News from Thursday February 13, 2025

(Reported on Friday February 14, 2025)

Chinese espionage tools deployed in RA World ransomware attack
Read more at Bleeping Computer
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https://www.bleepingcomputer.com/news/security/chinese-espionage-tools-deployed-in-ra-world-ransomware-attack/

