Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Monday February 17, 2025

(Reported on Tuesday, February 18, 2025)

Government

New Xerox Printer Flaws Could Let Attackers Capture Windows Active Directory Credentials
Read more at Hacker News

New "whoAMI" Attack Exploits AWS AMI Name Confusion for Remote Code Execution
Read more at Hacker News

Financial Institutions

Chase will soon block Zelle payments to sellers on social media
Read more at Bleeping Computer

Fintech giant Finastra notifies victims of October data breach
Read more at Bleeping Computer

Healthcare

New Android Identity Check locks settings outside trusted locations
Read more at Bleeping Computer

Other

Lee Enterprises newspaper disruptions caused by ransomware attack
Read more at Bleeping Computer

New FinalDraft malware abuses Outlook mail service for stealthy comms
Read more at Bleeping Computer
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https://thehackernews.com/2025/02/new-xerox-printer-flaws-could-let.html
https://thehackernews.com/2025/02/new-whoami-attack-exploits-aws-ami-name.html
https://www.bleepingcomputer.com/news/security/chase-will-soon-block-zelle-payments-to-sellers-on-social-media/
https://www.bleepingcomputer.com/news/security/fintech-giant-finastra-notifies-victims-of-october-data-breach/
https://www.bleepingcomputer.com/news/security/new-android-identity-check-locks-settings-outside-trusted-locations/
https://www.bleepingcomputer.com/news/security/lee-enterprises-newspaper-disruptions-caused-by-ransomware-attack/
https://www.bleepingcomputer.com/news/security/new-finaldraft-malware-abuses-outlook-mail-service-for-stealthy-comms/
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