Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Tuesday February 18, 2025

(Reported on Wednesday February 19, 2025)

Government
CISA Releases Two Industrial Control Systems Advisories
Read more at Cisa.gov

CISA Adds Two Known Exploited Vulnerabilities to Catalog
Read more at Cisa.gov

Financial Institutions
Attackers Exploit Palo Alto Zero-Day Authentication Bypass
Read more at BankinfoSecurity

America’s Credit Unions Urges CISA To Ensure NCIRP Provides A Streamlined Cybersecurity
Framework
Read more at CUtoday.info

Healthcare
Clinical Trial Database Exposes 1.6M Records to Web
Read more at HealthcarelnfoSecurity

Why Some States Are Beefing Up Their Health Cyber Regs
Read more at HealthcarelnfoSecurity

Other
Microsoft reminds admins to prepare for WSUS driver sync deprecation
Read more at Bleeping Computer

Microsoft warns that the powerful XCSSET macOS malware is back with new tricks
Read more at Arstechnica

New OpenSSH Flaws Enable Man-in-the-Middle and DoS Attacks — Patch Now
Read more at TheHackerNews

Juniper patches critical auth bypass in Session Smart routers
Read more at Bleeping Computer

Compliance Isn’t Security: Why a Checklist Won’t Stop Cyberattacks
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https://www.cisa.gov/news-events/alerts/2025/02/18/cisa-releases-two-industrial-control-systems-advisories
https://www.cisa.gov/news-events/alerts/2025/02/18/cisa-adds-two-known-exploited-vulnerabilities-catalog
https://www.bankinfosecurity.com/attackers-exploit-palo-alto-zero-day-authentication-bypass-a-27536
https://www.cutoday.info/Fresh-Today/America-s-Credit-Unions-Urges-CISA-To-Ensure-NCIRP-Provides-A-Streamlined-Cybersecurity-Framework
https://www.healthcareinfosecurity.com/clinical-trial-database-exposes-16m-records-to-web-a-27546
https://www.healthcareinfosecurity.com/interviews/some-states-are-beefing-up-their-health-cyber-regs-i-5446
https://www.bleepingcomputer.com/news/microsoft/microsoft-reminds-admins-to-prepare-for-wsus-driver-sync-deprecation/
https://arstechnica.com/security/2025/02/microsoft-warns-that-the-powerful-xcsset-macos-malware-is-back-with-new-tricks/
https://thehackernews.com/2025/02/new-openssh-flaws-enable-man-in-middle.html
https://www.bleepingcomputer.com/news/security/juniper-patches-critical-auth-bypass-in-session-smart-routers/

News from Tuesday February 18, 2025
(Reported on Wednesday February 19, 2025)

Read more at Bleeping Computer

New FrigidStealer Malware Targets macOS Users via Fake Browser Updates
Read more at TheHackerNews

Debunking the Al Hype: Inside Real Hacker Tactics
Read more at TheHackerNews

New Xerox Printer Flaws Could Let Attackers Capture Windows Active Directory Credentials
Read more at TheHackerNews
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