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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Wednesday February 19, 2025 
                          (Reported on Thursday February 20, 2025) 

Government 
CISA and FBI: Ghost ransomware breached orgs in 70 countries 
Read more at Bleeping Computer 
 
CISA Adds Palo Alto Networks and SonicWall Flaws to Exploited Vulnerabilities List 
Read more at TheHackerNews 

Financial Institutions 
The Business Case for Network Tokenization in Payment Ecosystems 
Read more at BankInfoSecurity 
 
Trojanized Game Installers Deploy Cryptocurrency Miner in Large-Scale StaryDobry Attack 
Read more at TheHackerNews 
 
Balancing AI Ethics, Regulation and Compliance 
Read more at BankInfoSecurity 

Healthcare 
Military Health Firm Pays $11.2M to Settle Cyber Fraud Case 
Read more at HealthcareInfoSecurity 

 

Warning Issued BlackLock Ransomware Operation After 1,425% Increase in Data Leaks 
Read more at TheHIPAAJournal 
 

Clinical Trials Database Containing 1.6 Million Records Exposed Online 
Read more at TheHIPAAJournal 

Other 
Insight Partners, VC Giant, Falls to Social Engineering 
Read more at DarkReading 
 
Hackers Exploit Signal's Linked Devices Feature to Hijack Accounts via Malicious QR Codes 
Read more at TheHackerNews 
 
What Is the Board's Role in Cyber-Risk Management in OT Environments? 
Read more at DarkReading 

https://www.bleepingcomputer.com/news/security/cisa-and-fbi-ghost-ransomware-breached-orgs-in-70-countries/
https://thehackernews.com/2025/02/cisa-adds-palo-alto-networks-and.html
https://www.bankinfosecurity.com/business-case-for-network-tokenization-in-payment-ecosystems-a-27554
https://thehackernews.com/2025/02/trojanized-game-installers-deploy.html
https://www.bankinfosecurity.com/balancing-ai-ethics-regulation-compliance-a-27563
https://www.healthcareinfosecurity.com/military-health-firm-pays-112m-to-settle-cyber-fraud-case-a-27559
https://www.hipaajournal.com/blacklock-ransomware/
https://www.hipaajournal.com/clinical-trials-database-containing-1-6-million-records-exposed-online/
https://www.darkreading.com/cyber-risk/insight-partners-vc-giant-social-engineering
https://thehackernews.com/2025/02/hackers-exploit-signals-linked-devices.html
https://www.darkreading.com/cyber-risk/board-role-cyber-risk-management-ot-environments
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News from Wednesday February 19, 2025 
                          (Reported on Thursday February 20, 2025) 

 
New Snake Keylogger Variant Leverages AutoIt Scripting to Evade Detection 
Read more at TheHackerNews 
 
Phishing attack hides JavaScript using invisible Unicode trick 
Read more at Bleeping Computer 
 
The Browser Blind Spot: Why Your Browser is the Next Cybersecurity Battleground 
Read more at Bleeping Computer 
 
XWorm Cocktail: A Mix of PE data with PowerShell Code, (Wed, Feb 19th) 
Read more at SANS 
 

 

https://thehackernews.com/2025/02/new-snake-keylogger-variant-leverages.html
https://www.bleepingcomputer.com/news/security/phishing-attack-hides-javascript-using-invisible-unicode-trick/
https://www.bleepingcomputer.com/news/security/the-browser-blind-spot-why-your-browser-is-the-next-cybersecurity-battleground/
https://isc.sans.edu/diary/rss/31700

