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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Thursday February 20, 2025 
                          (Reported on Friday February 21, 2025) 

Government 
CISA Releases Eight Industrial Control Systems Advisories 
Read more at Cisa.gov 

 
Feds Fine Eyeglass Retailer $1.5M for HIPAA Lapses in Hacks 
Read more at GovInfoSecurity 

 

Breach Roundup: FBI Publishes Ghost Warning 
Read more at GovInfoSecurity 

Financial Institutions 
Study Reveals Deepfake Blindspot: Only 0.1% of People Can Accurately Detect AI-Generated 
Deepfakes 
Read more at CUtoday.info 

 
Cryptohack Roundup: It's Raining Crypto Fraud 
Read more at BankInfoSecurity 

Healthcare 
January 2025 Healthcare Data Breach Report 

Read more at TheHIPAAJournal 
 

US healthcare org pays $11M settlement over alleged cybersecurity lapses 
Read more at BleepingComputer 

Other 
Google Adds Quantum-Resistant Digital Signatures to Cloud KMS 
Read more at DarkReading 
 
Using ES|QL in Kibana to Queries DShield Honeypot Logs, (Thu, Feb 20th) 
Read more at SANS 
 
Signs Your Organization's Culture Is Hurting Your Cybersecurity 
Read more at DarkReading 
 
Integrating LLMs into security operations using Wazuh 

https://www.cisa.gov/news-events/alerts/2025/02/20/cisa-releases-eight-industrial-control-systems-advisories
https://www.govinfosecurity.com/feds-fine-eyeglass-retailer-15m-for-hipaa-lapses-in-hacks-a-27571
https://www.govinfosecurity.com/breach-roundup-fbi-publishes-ghost-warning-a-27567
https://www.cutoday.info/THE-feature/Study-Reveals-Deepfake-Blindspot-Only-0.1-of-People-Can-Accurately-Detect-AI-Generated-Deepfakes
https://www.bankinfosecurity.com/cryptohack-roundup-its-raining-crypto-fraud-a-27565
https://www.hipaajournal.com/january-2025-healthcare-data-breach-report/
https://www.bleepingcomputer.com/news/security/us-healthcare-org-pays-11m-settlement-over-alleged-cybersecurity-lapses/
https://www.darkreading.com/cloud-security/google-quantum-resistant-digital-signatures-cloud-kms
https://isc.sans.edu/diary/rss/31704
https://www.darkreading.com/cybersecurity-operations/signs-organization-culture-hurting-cybersecurity
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News from Thursday February 20, 2025 
                          (Reported on Friday February 21, 2025) 

Read more at Bleeping Computer 
 
Microsoft fixes Power Pages zero-day bug exploited in attacks 
Read more at Bleeping Computer 
 
Microsoft testing fix for Windows 11 bug breaking SSH connections 
Read more at Bleeping Computer 

 

https://www.bleepingcomputer.com/news/security/integrating-llms-into-security-operations-using-wazuh/
https://www.bleepingcomputer.com/news/security/microsoft-fixes-power-pages-zero-day-bug-exploited-in-attacks/
https://www.bleepingcomputer.com/news/microsoft/microsoft-testing-fix-for-windows-11-bug-breaking-ssh-connections/

