Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Tuesday March 19, 2025

(Reported on Wednesday March 20, 2025)

Government
CISA Adds Three Known Exploited Vulnerabilities to Catalog
Read more at Cisa.gov

Hackers Exploit Unpatched ChatGPT Bug
Read more at GovInfoSecurity

Critical mySCADA myPRO Flaws Could Let Attackers Take Over Industrial Control Systems
Read more at TheHackerNews

ClickFix Attacks Increasingly Lead to Infostealer Infections
Read more at GovInfoSecurity

Financial Institutions
Al Models Trained on Buggy Code Mirror Errors, Study Finds
Read more at BanklInfoSecurity

Bank Robber-Turned-Crime Novelist Allegedly Hits Two More FIs Near Detroit
Read more at CUtoday.info

Healthcare
Rash of Hacks Hits Nursing Homes and Rehab Centers
Read more at HealthcarelnfoSecurity

Cyberattack Forces North Carolina Radiology Practice to Close for More Than a Month
Read more at TheHIPAAJournal

Cyberattack on Michigan Plastic Surgery Practice Affects Almost 20,000 Patients
Read more at TheHIPAAJournal

Other
ClearFake Infects 9,300 Sites, Uses Fake reCAPTCHA and Turnstile to Spread Info-Stealers
Read more at TheHackerNews
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https://www.cisa.gov/news-events/alerts/2025/03/19/cisa-adds-three-known-exploited-vulnerabilities-catalog
https://www.govinfosecurity.com/hackers-exploit-unpatched-chatgpt-bug-a-27774
https://thehackernews.com/2025/03/critical-myscada-mypro-flaws-could-let.html
https://www.govinfosecurity.com/clickfix-attacks-increasingly-lead-to-infostealer-infections-a-27772
https://www.bankinfosecurity.com/ai-models-trained-on-buggy-code-mirror-errors-study-finds-a-27771
https://www.cutoday.info/Fresh-Today/Bank-Robber-Turned-Crime-Novelist-Allegedly-Hits-Two-More-FIs-Near-Detroit
https://www.healthcareinfosecurity.com/rash-hacks-hits-nursing-homes-rehab-centers-a-27773
https://www.hipaajournal.com/cyberattack-closes-north-carolina-radiology-practice/
https://www.hipaajournal.com/cyberattack-on-michigan-plastic-surgery-practice-affects-almost-20000-patients/
https://thehackernews.com/2025/03/clearfake-infects-9300-sites-uses-fake.html

News from Tuesday March 19, 2025
(Reported on Wednesday March 20, 2025)

Microsoft Exchange Online outage affects Outlook web users
Read more at BleepingComputer

WhatsApp patched zero-click flaw exploited in Paragon spyware attacks
Read more at BleepingComputer
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https://www.bleepingcomputer.com/news/microsoft/microsoft-exchange-online-outage-affects-outlook-web-users/
https://www.bleepingcomputer.com/news/security/whatsapp-patched-zero-day-flaw-used-in-paragon-spyware-attacks/

