Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Monday March 24, 2025

(Reported on Tuesday March 25, 2025)

Government
CISA Adds One Known Exploited Vulnerability to Catalog
Read more at Cisa.gov

INTERPOL Arrests 306 Suspects, Seizes 1,842 Devices in Cross-Border Cybercrime Bust
Read more at TheHackerNews

Kubernetes Patch: 43% of Clusters Face Remote Takeover Risk
Read more at GovInfoSecurity

Financial Institutions
Hidden Threats: How Microsoft 365 Backups Store Risks for Future Attacks
Read more at Bleeping Computer

North Dakota Senate Passes Bill Limiting Crypto ATM Transactions To $2,000
Read more at CUtoday.info

New VanHelsing ransomware targets Windows, ARM, ESXi systems
Read more at Bleeping Computer

Healthcare
23andMe's Bankruptcy: What Does it Mean for Data Privacy?
Read more at HealthcarelnfoSecurity

Orthodontic Practice Management Software Provider Announces Data Breach
Read more at TheHIPAAJournal

Wheelchair Firm Ramps Up Notices to 500,000 for Email Hack
Read more at HealthcarelnfoSecurity

Other
Critical flaw in Next.js lets hackers bypass authorization
Read more at Bleeping Computer

Cyberattack takes down Ukrainian state railway’s online services
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https://www.cisa.gov/news-events/alerts/2025/03/24/cisa-adds-one-known-exploited-vulnerability-catalog
https://thehackernews.com/2025/03/interpol-arrests-306-suspects-seizes.html
https://www.govinfosecurity.com/kubernetes-patch-43-clusters-face-remote-takeover-risk-a-27810
https://www.bleepingcomputer.com/news/security/hidden-threats-how-microsoft-365-backups-store-risks-for-future-attacks/
https://www.cutoday.info/Fresh-Today/North-Dakota-Senate-Passes-Bill-Limiting-Crypto-ATM-Transactions-To-2-000
https://www.bleepingcomputer.com/news/security/new-vanhelsing-ransomware-targets-windows-arm-esxi-systems/
https://www.healthcareinfosecurity.com/23andmes-bankruptcy-what-does-mean-for-data-privacy-a-27818
https://www.hipaajournal.com/orthominds-data-breach/
https://www.healthcareinfosecurity.com/wheelchair-firm-ramps-up-notices-to-500000-for-email-hack-a-27814
https://www.bleepingcomputer.com/news/security/critical-flaw-in-nextjs-lets-hackers-bypass-authorization/

News from Monday March 24, 2025
(Reported on Tuesday March 25, 2025)

Read more at Bleeping Computer

DrayTek routers worldwide go into reboot loops over weekend
Read more at Bleeping Computer
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https://www.bleepingcomputer.com/news/security/cyberattack-takes-down-ukrainian-state-railways-online-services/
https://www.bleepingcomputer.com/news/security/draytek-routers-worldwide-go-into-reboot-loops-over-weekend/

