Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Wednesday March 26, 2025

(Reported on Thursday March 27, 2025)

Government
CISA Adds Two Known Exploited Vulnerabilities to Catalog
Read more at Cisa.gov

Cyber Threats Jeopardize US Military Mobility, Report Warns
Read more at GovInfoSecurity

Financial Institutions
Auto Lending Fraud Climbs 16.5% to $9.2B in 2024
Read more at BankinfoSecurity

FAU Data Analysis: Unrealized Losses At Banks Surge By $117 Billion
Read more at CUtoday.info

Mercenary Hacking Group Appears to Embrace Ransomware
Read more at BanklInfoSecurity

Healthcare
FBI Finds No Specific Credible Terror Threat Against U.S. Hospitals
Read more at TheHIPAAJournal

OCR’s Third Phase of HIPAA Compliance Audits Underway
Read more at TheHIPAAJournal

Other
Oracle customers confirm data stolen in alleged cloud breach is valid
Read more at Bleeping Computer

[Guest Diary] Leveraging CNNs and Entropy-Based Feature Selection to Identify Potential Malware
Artifacts of Interest, (Wed, Mar 26th)
Read more at SANS

StreamElements discloses third-party data breach after hacker leaks data
Read more at Bleeping Computer

New Atlantis AlO platform automates credential stuffing on 140 services
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Read more at Bleeping Computer

The 7 technology trends that could replace passwords
Read more at Bleeping Computer

New Testing Framework Helps Evaluate Sandboxes
Read more at DarkReading

RedCurl cyberspies create ransomware to encrypt Hyper-V servers
Read more at Bleeping Computer

Google Hastily Patches Chrome Zero-Day Exploited by APT
Read more at DarkReading
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