Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Thursday March 27, 2025

(Reported on Friday March 28, 2025)

Government
CISA Releases One Industrial Control Systems Advisory
Read more at Cisa.gov

CISA Budget Cuts Weaken US Election Security, Officials Warn
Read more at GovInfoSecurity

CISA Adds One Known Exploited Vulnerability to Catalog
Read more at Cisa.gov

Financial Institutions
Windows 11 KB5053656 update released with 38 changes and fixes
Read more at Bleeping Computer

Study Finds Consumers Appreciate And Understand Existing Overdraft Services
Read more today at CUtoday.info

Healthcare
RFK Jr. Cuts at HHS Affect HIPAA, Cyber Response Units
Read more at Healthcarelnfosecurity

OCR Gives Update on Proposed HIPAA Security Rule
Read more at TheHIPAAJournal

99% Of Healthcare Orgs Managing loMT Devices with Known Exploited Vulnerabilities
Read more at TheHIPAAJournal

Other
Hijacked Microsoft Stream classic domain "spams" SharePoint sites
Read more at Bleeping Computer

Sitecore "thumbnailsaccesstoken" Deserialization Scans (and some new reports) CVE-2025-27218,
(Thu, Mar 27th)
Read more at SANS

Infostealer campaign compromises 10 npm packages, targets devs
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https://www.cisa.gov/news-events/alerts/2025/03/27/cisa-releases-one-industrial-control-systems-advisory
https://www.govinfosecurity.com/cisa-budget-cuts-weaken-us-election-security-officials-warn-a-27858
https://www.cisa.gov/news-events/alerts/2025/03/27/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.bleepingcomputer.com/news/microsoft/windows-11-kb5053656-update-released-with-38-changes-and-fixes/
https://www.cutoday.info/Fresh-Today/Study-Finds-Consumers-Appreciate-And-Understand-Existing-Overdraft-Services
https://www.healthcareinfosecurity.com/rfk-jr-cuts-at-hhs-affect-hipaa-cyber-response-units-a-27853
https://www.hipaajournal.com/ocr-gives-update-on-proposed-hipaa-security-rule/
https://www.hipaajournal.com/99-of-healthcare-orgs-managing-iomt-devices-with-known-exploited-vulnerabilities/
https://www.bleepingcomputer.com/news/microsoft/hijacked-microsoft-stream-classic-domain-spams-sharepoint-sites/
https://isc.sans.edu/diary/rss/31806

News from Thursday March 27, 2025
(Reported on Friday March 28, 2025)

Read more at Bleeping Computer

Chinese FamousSparrow hackers deploy upgraded malware in attacks
Read more at Bleeping Computer
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https://www.bleepingcomputer.com/news/security/infostealer-campaign-compromises-10-npm-packages-targets-devs/
https://www.bleepingcomputer.com/news/security/chinese-famoussparrow-hackers-deploy-upgraded-malware-in-attacks/

