Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Friday March 28, 2025 through Sunday March 30, 2025

(Reported on Monday March 31, 2025)

Government
CISA Releases Malware Analysis Report on RESURGE Malware Associated with Ivanti Connect
Secure
Read more at Cisa.gov

Solar Power Infrastructure Vulnerable to Hacking
Read more at DeviceSecurity.io

Financial Institutions
How Enterprises Can Mitigate the Quiet Threat of Shadow Al
Read more at BankinfoSecurity

Microsoft fixes button that restores classic Outlook client
Read more at Bleeping Computer

Healthcare
Revenue Cycle Management Firm Hack Affects Patients, Clients
Read more at HealthcarelnfoSecurity

Oracle Health breach compromises patient data at US hospitals
Read more at Bleeping Computer

More Than One-Third of Data Breaches Due to Third-Party Compromises
Read more at TheHIPAAJournal

Other
Phishing-as-a-service operation uses DNS-over-HTTPS for evasion
Read more at Bleeping Computer

New Ubuntu Linux security bypasses require manual mitigations
Read more at Bleeping Computer

Retail giant Sam’s Club investigates Clop ransomware breach claims
Read more at Bleeping Computer

A Tale of Two Phishing Sites, (Fri, Mar 28th)
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https://www.cisa.gov/news-events/alerts/2025/03/28/cisa-releases-malware-analysis-report-resurge-malware-associated-ivanti-connect-secure
https://www.devicesecurity.io/solar-power-infrastructure-vulnerable-to-hacking-a-27871
https://www.bankinfosecurity.com/how-enterprises-mitigate-quiet-threat-shadow-ai-a-27872
https://www.bleepingcomputer.com/news/microsoft/microsoft-fixes-button-that-restores-classic-outlook-client/
https://www.healthcareinfosecurity.com/revenue-cycle-management-firm-hack-affects-patients-clients-a-27873
https://www.bleepingcomputer.com/news/security/oracle-health-breach-compromises-patient-data-at-us-hospitals/
https://www.hipaajournal.com/more-than-one-third-data-breaches-third-party-compromises/
https://www.bleepingcomputer.com/news/security/phishing-as-a-service-operation-uses-dns-over-https-for-evasion/
https://www.bleepingcomputer.com/news/security/new-ubuntu-linux-security-bypasses-require-manual-mitigations/
https://www.bleepingcomputer.com/news/security/retail-giant-sams-club-investigates-clop-ransomware-breach-claims/

News from Friday March 28, 2025 through Sunday March 30, 2025
(Reported on Monday March 31, 2025)

Read more at SANS

New Windows 11 build makes mandatory Microsoft Account sign-in even more mandatory
Read more at Arstechnica

OpenAl now pays researchers $100,000 for critical vulnerabilities
Read more at Bleeping Computer
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https://isc.sans.edu/diary/rss/31810
https://arstechnica.com/gadgets/2025/03/new-windows-11-build-makes-mandatory-microsoft-account-sign-in-even-more-mandatory/
https://www.bleepingcomputer.com/news/security/openai-now-pays-researchers-100-000-for-critical-vulnerabilities/

