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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Monday March 31, 2025 
(Reported on April 01, 2025) 

Government 
CISA Adds One Known Exploited Vulnerability to Catalog 
Read more at Cisa.gov 

 

FTC: 23andMe's Buyer Must Uphold Co.'s Data Privacy Pledge 
Read more at GovInfoSecurity 

 

Schools Face an Uphill Battle in Protecting Student Data in the Age of AI 
Read more at Edweek.org 

 

Rootkit, Backdoor and Tunneler: Ivanti Malware Does It All 
Read more at DeviceSecurity.io 

 

DOGE accesses federal payroll system and punishes employees who objected 
Read more at Arstechnica 

Financial Institutions 
Hacker Tactics: Exploiting Edge Devices, Missing Multifactor 
Read more at BankInfoSecurity 

 

IRS Launches Program to Provide FIs With Insights On Suspicious Activity Reports 
Read more at CUtoday.info 
 

A Peek Into How AI 'Thinks' - and Why It Hallucinates 
Read more at BankInfoSecurity 

 

North Korean hackers adopt ClickFix attacks to target crypto firms 
Read more at Bleeping Computer 
 

Healthcare 
 Oracle Health Responding to Hack of Legacy Cerner EHR Data 
Read more at HealthcareInfoSecurity 

 
Website Tracking Lawsuit Against Orlando Health Survives Motion to Dismiss 
Read more at TheHIPAAJournal 
 

https://www.cisa.gov/news-events/alerts/2025/03/31/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.govinfosecurity.com/ftc-23andmes-buyer-must-uphold-cos-data-privacy-pledge-a-27885
https://www.edweek.org/technology/schools-face-an-uphill-battle-in-protecting-student-data-in-the-age-of-ai/2025/03
https://www.devicesecurity.io/rootkit-backdoor-tunneler-ivanti-malware-does-all-a-27881
https://arstechnica.com/tech-policy/2025/03/doge-accesses-federal-payroll-system-and-punishes-employees-who-objected/
https://www.bankinfosecurity.com/hacker-tactics-exploiting-edge-devices-missing-multifactor-a-27880
https://www.cutoday.info/Fresh-Today/IRS-Launches-Program-to-Provide-FIs-With-Insights-On-Suspicious-Activity-Reports
https://www.bankinfosecurity.com/peek-into-how-ai-thinks-hallucinates-a-27883
https://www.bleepingcomputer.com/news/security/north-korean-hackers-adopt-clickfix-attacks-to-target-crypto-firms/
https://www.healthcareinfosecurity.com/oracle-health-responding-to-hack-legacy-cerner-ehr-data-a-27884
https://www.hipaajournal.com/website-tracking-lawsuit-orlando-health-survives-motion-dismiss/
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News from Monday March 31, 2025 
(Reported on April 01, 2025) 

Other 
VMware Workstation auto-updates broken after Broadcom URL redirect 
Read more at Bleeping Computer 
 
Apple Patches Everything: March 31st 2025 Edition, (Mon, Mar 31st) 
Read more at SANS 
 
Apple updates all its operating systems, brings Apple Intelligence to Vision Pro 
Read more at Arstechnica 
 
Microsoft uses AI to find flaws in GRUB2, U-Boot, Barebox bootloaders 
Read more at Bleeping Computer 
 
Hackers abuse WordPress MU-Plugins to hide malicious code 
Read more at Bleeping Computer 
 

 

https://www.bleepingcomputer.com/news/software/vmware-workstation-auto-updates-broken-after-broadcom-url-redirect/
https://isc.sans.edu/diary/rss/31816
https://arstechnica.com/gadgets/2025/03/apple-updates-all-its-operating-systems-brings-apple-intelligence-to-vision-pro/
https://www.bleepingcomputer.com/news/security/microsoft-uses-ai-to-find-flaws-in-grub2-u-boot-barebox-bootloaders/
https://www.bleepingcomputer.com/news/security/hackers-abuse-wordpress-mu-plugins-to-hide-malicious-code/

