Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Tuesday April 15, 2025

(Reported on Wednesday April 16, 2025)

Government
CISA Releases Nine Industrial Control Systems Advisories
Read more at Cisa.gov

Cybersecurity Alarms Sound as CVE Program Funding Ceases
Read more at GovInfoSecurity

Financial Institutions
More Ransomware Responders Report Decline in Ransom Payments
Read more at BanklInfoSecurity

Emerging 'Fast Flux' Cyber-Threat Helps Criminals Infiltrate Systems Undetected
Read more at CUtoday.info

Healthcare
Ransomware Attack Disrupts Global Dialysis Provider DiVita
Read more at HealthcarelnfoSecurity

Retina Group of Washington Agrees to $3.6 Million Settlement to Resolve Data Breach Lawsuit
Read more at TheHIPAAJournal

Medical Express Ambulance Service Data Breach Affects 118K Individuals
Read more at TheHIPAAJournal

Texas Pediatric Orthopedics Clinic Says Hack Affects 140,000
Read more HealthcarelnfoSecurity

Other
Microsoft blocks ActiveX by default in Microsoft 365, Office 2024
Read more at Bleeping Computer

Microsoft: Exchange 2016 and 2019 reach end of support in six months
Read more at Bleeping Computer

Google adds Android auto-reboot to block forensic data extractions
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https://www.cisa.gov/news-events/alerts/2025/04/15/cisa-releases-nine-industrial-control-systems-advisories
https://www.govinfosecurity.com/cybersecurity-alarms-sound-as-cve-program-funding-ceases-a-28016
https://www.bankinfosecurity.com/more-ransomware-responders-report-decline-in-ransom-payments-a-27991
https://www.cutoday.info/THE-feature/Emerging-Fast-Flux-Cyber-Threat-Helps-Criminals-Infiltrate-Systems-Undetected
https://www.healthcareinfosecurity.com/ransomware-attack-disrupts-global-dialysis-provider-divita-a-27995
https://www.hipaajournal.com/retina-group-of-washington-data-breach-settlement/
https://www.hipaajournal.com/medical-express-ambulance-service-data-breach/
https://www.healthcareinfosecurity.com/texas-pediatric-orthopedics-clinic-says-hack-affects-140000-a-28010
https://www.bleepingcomputer.com/news/microsoft/microsoft-blocks-activex-by-default-in-microsoft-365-office-2024/
https://www.bleepingcomputer.com/news/microsoft/microsoft-exchange-2016-and-2019-reach-end-of-support-in-six-months/

News from Tuesday April 15, 2025
(Reported on Wednesday April 16, 2025)

Read more at Bleeping Computer

Microsoft warns of CPU spikes when typing in classic Outlook
Read more at Bleeping Computer

Online Services Again Abused to Exfiltrate Data, (Tue, Apr 15th)
Read more at SANS

Midnight Blizzard deploys new GrapelLoader malware in embassy phishing
Read more at Bleeping Computer

Landmark Admin data breach impact now reaches 1.6 million people
Read more at Bleeping Computer

Android phones will soon reboot themselves after sitting unused for 3 days
Read more at Arstechnica
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https://www.bleepingcomputer.com/news/security/google-adds-android-auto-reboot-to-block-forensic-data-extractions/
https://www.bleepingcomputer.com/news/microsoft/microsoft-warns-of-cpu-spikes-when-typing-in-classic-outlook/
https://isc.sans.edu/diary/rss/31862
https://www.bleepingcomputer.com/news/security/midnight-blizzard-deploys-new-grapeloader-malware-in-embassy-phishing/
https://www.bleepingcomputer.com/news/security/landmark-admin-data-breach-impact-now-reaches-16-million-people/
https://arstechnica.com/gadgets/2025/04/android-phones-will-soon-reboot-themselves-after-sitting-unused-for-3-days/

