Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News of Wednesday April 16, 2025

(Reported on Thursday April 17, 2025)

Government
CISA Adds One Known Exploited Vulnerability to Catalog
Read more at Cisa.gov

Cybersecurity Alarms Sound Over Loss of CVE Program Funding
Read more at GovInfoSecurity

Financial Institutions
Feeling Unorganized? You Can Still Learn Project Management
Read more at BanklInfoSecurity

OCC to Notify Financial Institutions Affected By Email System Breach
Read more at CUtoday.info

Healthcare
Back-Office Servicer Says Dual Hacks in 2024 Hit 1.6 Million
Read more at HealthcarelnfoSecurity

Retina Group of Washington Agrees to $3.6 Million Settlement to Resolve Data Breach Lawsuit
Read more at TheHIPAAJournal

Other
Over 16,000 Fortinet devices compromised with symlink backdoor
Read more at Bleeping Computer

Apple Patches Exploited Vulnerability, (Wed, Apr 16th)
Read more at SANS

Google blocked over 5 billion ads in 2024 amid rise in Al-powered scams
Read more at Bleeping Computer

Apple fixes two zero-days exploited in targeted iPhone attacks
Read more at Bleeping Computer
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https://www.cisa.gov/news-events/alerts/2025/04/16/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.govinfosecurity.com/cybersecurity-alarms-sound-over-loss-cve-program-funding-a-28016
https://www.bankinfosecurity.com/blogs/feeling-unorganized-you-still-learn-project-management-p-3857
https://www.cutoday.info/Fresh-Today/OCC-to-Notify-Financial-Institutions-Affected-By-Email-System-Breach
https://www.healthcareinfosecurity.com/back-office-servicer-says-dual-hacks-in-2024-hit-16-million-a-28021
https://www.hipaajournal.com/retina-group-of-washington-data-breach-settlement/
https://www.bleepingcomputer.com/news/security/over-16-000-fortinet-devices-compromised-with-symlink-backdoor/
https://isc.sans.edu/diary/rss/31866
https://www.bleepingcomputer.com/news/google/google-blocked-over-5-billion-ads-in-2024-amid-rise-in-ai-powered-scams/
https://www.bleepingcomputer.com/news/security/apple-fixes-two-zero-days-exploited-in-targeted-iphone-attacks/

News of Wednesday April 16, 2025
(Reported on Thursday April 17, 2025)

41% of Attacks Bypass Defenses: Adversarial Exposure Validation Fixes That
Read more at Bleeping Computer
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https://www.bleepingcomputer.com/news/security/41-percent-of-attacks-bypass-defenses-adversarial-exposure-validation-fixes-that/

