Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News of Thursday April 17, 2025

(Reported on Friday April 18, 2025)

Government
CISA Releases Six Industrial Control Systems Advisories
Read more at Cisa.gov

CISA Adds Three Known Exploited Vulnerabilities to Catalog
Read more at Cisa.gov

CISA Releases Guidance on Credential Risks Associated with Potential Legacy Oracle Cloud
Compromise
Read more at Cisa.gov

Financial Institutions
Cryptohack Roundup: $7M KiloEx Theft
Read more at BankinfoSecurity

Cleo Al To Pay $17M Settlement Over FTC Deception Allegations
Read more at CUtoday.info

Breach Roundup: Cyber Insurance Market Set to Double by 2030
Read more at BanklInfoSecurity

Healthcare
Healthcare Orgs Targeted with Malware Campaign Distributing Stealthy New RAT
Read more at TheHIPAAJournal

Guam Hospital Pays Feds $25K to Settle HIPAA Investigation
Read more at HealthcarelnfoSecurity

Cybersecurity Firm CEO Charged with Installing Malware on a Hospital Computer
Read more at TheHIPAAJournal

Other
Windows NTLM hash leak flaw exploited in phishing attacks on governments
Read more at Bleeping Computer

Chrome extensions with 6 million installs have hidden tracking code
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https://www.cisa.gov/news-events/alerts/2025/04/17/cisa-releases-six-industrial-control-systems-advisories
https://www.cisa.gov/news-events/cybersecurity-advisories
https://www.cisa.gov/news-events/alerts/2025/04/16/cisa-releases-guidance-credential-risks-associated-potential-legacy-oracle-cloud-compromise
https://www.bankinfosecurity.com/cryptohack-roundup-7m-kiloex-theft-a-28029
https://www.cutoday.info/Fresh-Today/Cleo-AI-To-Pay-17M-Settlement-Over-FTC-Deception-Allegations
https://www.bankinfosecurity.com/breach-roundup-cyber-insurance-market-set-to-double-by-2030-a-28031
https://www.hipaajournal.com/healthcare-orgs-targeted-resolverrat-malware/
https://www.healthcareinfosecurity.com/guam-hospital-pays-feds-25k-to-settle-hipaa-investigation-a-28037
https://www.hipaajournal.com/cybersecurity-firm-ceo-charged-with-installing-malware-hospital-computer/
https://www.bleepingcomputer.com/news/security/windows-ntlm-hash-leak-flaw-exploited-in-phishing-attacks-on-governments/

News of Thursday April 17, 2025

(Reported on Friday April 18, 2025)

Read more at Bleeping Computer

Microsoft: Office 2016 and Office 2019 reach end of support in October
Read more at Bleeping Computer

CISA warns of increased breach risks following Oracle Cloud leak
Read more at Bleeping Computer

Critical Erlang/OTP SSH pre-auth RCE is 'Surprisingly Easy' to exploit, patch now
Read more at Bleeping Computer

RedTail, Remnux and Malware Management [Guest Diary], (Wed, Apr 16th)
Read more at SANS

Ahold Delhaize confirms data theft after INC ransomware claims attack
Read more at Bleeping Computer

CTM360 Tracks Global Surge in SMS-Based Reward and Toll Scams
Read more at Bleeping Computer
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https://www.bleepingcomputer.com/news/security/chrome-extensions-with-6-million-installs-have-hidden-tracking-code/
https://www.bleepingcomputer.com/news/microsoft/microsoft-office-2016-and-office-2019-reach-end-of-support-in-october/
https://www.bleepingcomputer.com/news/security/cisa-warns-of-increased-breach-risks-following-oracle-cloud-leak/
https://www.bleepingcomputer.com/news/security/critical-erlang-otp-ssh-pre-auth-rce-is-surprisingly-easy-to-exploit-patch-now/
https://isc.sans.edu/diary/rss/31868
https://www.bleepingcomputer.com/news/security/ahold-delhaize-confirms-data-theft-after-inc-ransomware-claims-attack/
https://www.bleepingcomputer.com/news/security/ctm360-tracks-global-surge-in-sms-based-reward-and-toll-scams/

