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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Friday April 18, 2025, through April 20, 2025 
                            (Reported on Monday April 21, 2025) 

Government 
Whistleblower Complaint Exposes DOGE Cybersecurity Failures 
Read more at GovInfoSecurity 

Financial Institutions 
Cryptohack Roundup: $7M KiloEx Theft 
Read more at BankInfoSecurity 

Healthcare 
Minnesota Dental Clinic Notifying 135,000 of 2024 Hack 
Read more at HealthcareInfoSecurity 
 
Email Accounts Breached at San Francisco Campus for Jewish Living & Altior Healthcare 
Read more at TheHIPAAJournal 
 
Vitruvian Health & Erlanger Health Affected by Nationwide Recovery Service Cyberattack 
Read more at TheHIPAAJournal 

Other 
Google Gemini AI is getting ChatGPT-like Scheduled Actions feature 
Read more at Bleeping Computer 
 
Widespread Microsoft Entra lockouts tied to new security feature rollout 
Read more at Bleeping Computer 
 
New Android malware steals your credit cards for NFC relay attacks 
Read more at Bleeping Computer 
 
Critical Erlang/OTP SSH RCE bug now has public exploits, patch now 
Read more at Bleeping Computer 
 
Rogue npm Packages Mimic Telegram Bot API to Plant SSH Backdoors on Linux Systems 
Read more at TheHackerNews 
 

https://www.govinfosecurity.com/whistleblower-complaint-exposes-doge-cybersecurity-failures-a-28046
https://www.bankinfosecurity.com/cryptohack-roundup-7m-kiloex-theft-a-28029
https://www.healthcareinfosecurity.com/minnesota-dental-clinic-notifying-135000-2024-hack-a-28042
https://www.hipaajournal.com/email-breach-san-francisco-campus-for-jewish-living-altior-healthcare/
https://www.hipaajournal.com/vitruvian-health-erlanger-health-business-associate-breach/
https://www.bleepingcomputer.com/news/artificial-intelligence/google-gemini-ai-is-getting-chatgpt-like-scheduled-actions-feature/
https://www.bleepingcomputer.com/news/microsoft/widespread-microsoft-entra-lockouts-tied-to-new-security-feature-rollout/
https://www.bleepingcomputer.com/news/security/supercard-x-android-malware-use-stolen-cards-in-nfc-relay-attacks/
https://www.bleepingcomputer.com/news/security/public-exploits-released-for-critical-erlang-otp-ssh-flaw-patch-now/
https://thehackernews.com/2025/04/rogue-npm-packages-mimic-telegram-bot.html
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News from Friday April 18, 2025, through April 20, 2025 
                            (Reported on Monday April 21, 2025) 

ASUS Confirms Critical Flaw in AiCloud Routers; Users Urged to Update Firmware 
Read more at TheHackerNews 

 

https://thehackernews.com/2025/04/asus-confirms-critical-flaw-in-aicloud.html

