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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Tuesday May 06, 2025 
                                             (Reported on Wednesday May 07, 2025) 

Government 
Unsophisticated Cyber Actor(s) Targeting Operational Technology 
Read more at Cisa.gov 

 

Meta Wins $167M Over NSO Spyware Hack 
Read more at GovInfoSecurity 
 
CISA Releases Three Industrial Control Systems Advisories 
Read more at Cisa.gov 

Financial Institutions 
Man Convicted Of Defrauding CU In $1.3M Scheme 
Read more at CUtoday.info 

Healthcare 
Kelly Benefits Hack Victim Count Jumps Significantly, Again 
Read more at HealthcareInfoSecurity 

 

Horizon Behavioral Health Falls Victim to Ransomware Attack 
Read more at TheHIPAAJournal 
 

OSHA to Hold Public Hearing on Proposed Heat Injury and Illness Standard 
Read more at TheHIPAAJournal 

Other 
Samsung MagicINFO 9 Server RCE flaw now exploited in attacks 
Read more at Bleeping Computer 
 
Python InfoStealer with Embedded Phishing Webserver, (Tue, May 6th) 
Read more at SANS 
 
"Mirai" Now Exploits Samsung MagicINFO CMS (CVE-2024-7399), (Mon, May 5th) 
Read more at SANS 
 
Apache Parquet exploit tool detect servers vulnerable to critical flaw 
Read more at Bleeping Computer 

https://www.cisa.gov/news-events/alerts/2025/05/06/unsophisticated-cyber-actors-targeting-operational-technology
https://www.govinfosecurity.com/meta-wins-167m-over-nso-spyware-hack-a-28319
https://www.cisa.gov/news-events/alerts/2025/05/06/cisa-releases-three-industrial-control-systems-advisories
https://www.cutoday.info/Fresh-Today/Man-Convicted-Of-Defrauding-CU-In-1.3M-Scheme
https://www.healthcareinfosecurity.com/kelly-benefits-hack-victim-count-jumps-significantly-again-a-28312
https://www.hipaajournal.com/horizon-behavioral-health-ransomware-attack/
https://www.hipaajournal.com/osha-public-hearing-proposed-heat-injury-illness-standard/
https://www.bleepingcomputer.com/news/security/samsung-magicinfo-9-server-rce-flaw-now-exploited-in-attacks/
https://isc.sans.edu/diary/rss/31924
https://isc.sans.edu/diary/rss/31920
https://www.bleepingcomputer.com/news/security/apache-parquet-exploit-tool-detect-servers-vulnerable-to-critical-flaw/
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News from Tuesday May 06, 2025 
                                             (Reported on Wednesday May 07, 2025) 

 
Why EASM is vital to modern digital risk protection 
Read more at Bleeping Computer 
 
Linux wiper malware hidden in malicious Go modules on GitHub 
Read more at Bleeping Computer 

 

https://www.bleepingcomputer.com/news/security/why-easm-is-vital-to-modern-digital-risk-protection/
https://www.bleepingcomputer.com/news/security/linux-wiper-malware-hidden-in-malicious-go-modules-on-github/

