Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Wednesday May 07, 2025

(Reported on Thursday May 08, 2025)

Government
CISA Adds Two Known Exploited Vulnerabilities to Catalog
Read more at Cisa.gov

PowerSchool hacker now extorting individual school districts
Read more at Bleeping Computer

OT Systems Exposed to Basic Hacks, CISA Warns
Read more at GovInfoSecurity

CISA warns of hackers targeting critical oil infrastructure
Read more at Bleeping Computer

Police takes down six DDoS-for-hire services, arrests admins
Read more at Bleeping Computer

Financial Institutions
CrowdStrike Lays Off 500 Workers as Al Flattens Hiring Curve
Read more at BanklinfoSecurity

Play ransomware exploited Windows logging flaw in zero-day attacks
Read more at Bleeping Computer

Healthcare
Patient Monitor Manufacturer Is Still Recovering From Attack
Read more at HealthcarelnfoSecurity

Esse Health Cyberattack Disrupts Healthcare Services in St. Louis
Read more at TheHIPAAJournal

Other
CoGUI phishing platform sent 580 million emails to steal credentials
Read more at Bleeping Computer

Hackers exploit OttoKit WordPress plugin flaw to add admin accounts
Read more at Bleeping Computer
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https://www.cisa.gov/news-events/alerts/2025/05/07/cisa-adds-two-known-exploited-vulnerabilities-catalog
https://www.bleepingcomputer.com/news/security/powerschool-hacker-now-extorting-individual-school-districts/
https://www.govinfosecurity.com/ot-systems-exposed-to-basic-hacks-cisa-warns-a-28344
https://www.bleepingcomputer.com/news/security/cisa-warns-of-hackers-targeting-critical-oil-infrastructure/
https://www.bleepingcomputer.com/news/security/police-takes-down-six-ddos-for-hire-services-arrests-admins/
https://www.bankinfosecurity.com/crowdstrike-lays-off-500-workers-as-ai-flattens-hiring-curve-a-28340
https://www.bleepingcomputer.com/news/security/play-ransomware-exploited-windows-logging-flaw-in-zero-day-attacks/
https://www.healthcareinfosecurity.com/patient-monitor-manufacturer-still-recovering-from-attack-a-28346
https://www.hipaajournal.com/esse-health-cyberattack/
https://www.bleepingcomputer.com/news/security/cogui-phishing-platform-sent-580-million-emails-to-steal-credentials/
https://www.bleepingcomputer.com/news/security/hackers-exploit-ottokit-wordpress-plugin-flaw-to-add-admin-accounts/

News from Wednesday May 07, 2025
(Reported on Thursday May 08, 2025)

NSO Group fined $167M for spyware attacks on 1,400 WhatsApp users
Read more at Bleeping Computer

Microsoft: April updates cause Windows Server auth issues
Read more at Bleeping Computer

WhatsApp provides no cryptographic management for group messages
Read more at Arstechnica

Doubling down: How Universal 2nd Factor (U2F) boosts online security
Read more at Bleeping Computer

Example of "Modular" Malware, (Wed, May 7th)
Read more at SANS
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https://www.bleepingcomputer.com/news/legal/nso-group-fined-167m-for-spyware-attacks-on-1-400-whatsapp-users/
https://www.bleepingcomputer.com/news/microsoft/microsoft-april-updates-cause-windows-server-auth-issues/
https://arstechnica.com/security/2025/05/whatsapp-provides-no-cryptographic-management-for-group-messages/
https://www.bleepingcomputer.com/news/security/doubling-down-how-universal-2nd-factor-u2f-boosts-online-security/
https://isc.sans.edu/diary/rss/31928

