Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Thursday May 08, 2025

(Reported on Thursday May 09, 2025)

Government
CISA Releases Five Industrial Control Systems Advisories
Read more at Cisa.gov

Al in Zero Trust: Hype, Hope and Hidden Gaps
Read more at GovInfoSecurity

Education giant Pearson hit by cyberattack exposing customer data
Read more at Bleeping Computer

Financial Institutions
Cryptohack Roundup: Trump's Crypto Wealth
Read more at BankinfoSecurity

Hacker Leaks Stolen LockBit Ransomware Operation Database
Read more at CUInfoSecurity

Healthcare
Indiana Health System Notifies 263,000 of Oracle Hack
Read more at HealthcarelnfoSecurity

Vulnerabilities Identified in Pixmeo OsiriX MD DICOM Viewer
Read more at TheHIPAAJournal

Other
FBI: End-of-life routers hacked for cybercrime proxy networks
Read more at Bleeping Computer

Cisco fixes max severity 10S XE flaw letting attackers hijack devices
Read more at Bleeping Computer

Malicious PyPi package hides RAT malware, targets Discord devs since 2022
Read more at Bleeping Computer
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https://www.cuinfosecurity.com/hacker-leaks-stolen-lockbit-ransomware-operation-database-a-28350
https://www.healthcareinfosecurity.com/indiana-health-system-notifies-263000-oracle-hack-a-28353
https://www.hipaajournal.com/pixmeo-osirix-md-dicom-viewer-vulnerabilities/
https://www.bleepingcomputer.com/news/security/fbi-end-of-life-routers-hacked-for-cybercrime-proxy-networks/
https://www.bleepingcomputer.com/news/security/cisco-fixes-max-severity-ios-xe-flaw-letting-attackers-hijack-devices/
https://www.bleepingcomputer.com/news/security/malicious-pypi-package-hides-rat-malware-targets-discord-devs-since-2022/

News from Thursday May 08, 2025
(Reported on Thursday May 09, 2025)

Supply chain attack hits npm package with 45,000 weekly downloads
Read more at Bleeping Computer

VC giant Insight Partners confirms investor data stolen in breach
Read more at Bleeping Computer

Google links new LostKeys data theft malware to Russian cyberspies
Read more at Bleeping Computer

SonicWall urges admins to patch VPN flaw exploited in attacks
Read more at Bleeping Computer

No Internet Access? SSH to the Rescue!, (Thu, May 8th)
Read more at SANS
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