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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Wednesday May 14, 2025 
                               (Reported on Thursday May 15, 2025) 

Government 
CISA Adds Five Known Exploited Vulnerabilities to Catalog 
Read more at Cisa.gov 
 
CISA Cancels $2.4 Billion Cybersecurity Procurement 
Read more at GovInfoSecurity 
 
CISA Adds One Known Exploited Vulnerability to Catalog 
Read more at Cisa.gov 

Financial Institutions 
Infostealer Targets Users Via Fake AI Video Sites 
Read more at BankInfoSecurity 

 

New York AG Sues Capital One For Allegedly Cheating Customers Out Of Millions In Interest 
Read more at CUtoday.info 

 

'ChiefsAholic' Superfan Hit With Additional Prison Time In Oklahoma For Multi-State Bank/CU 
Robbery Spree 
Read more at CUtoday.info 

Healthcare 
Ascension: Software Exploit Breach Affects Nearly 440,000 
Read more at HealthcareInfoSecurity 

 
Microsoft, Fortinet & Ivanti Warn About Actively Exploited Zero Day Vulnerabilities 
Read more at TheHIPAAJournal 
 
Robeson Health Care Corp. Agrees to $750K Data Breach Settlement 
Read more at TheHIPAAJournal 
 
BianLian Claims Credit for Two Health Data Hacks 
Read more at HealthcareInfoSecurity 

Other 

https://www.cisa.gov/news-events/alerts/2025/05/13/cisa-adds-five-known-exploited-vulnerabilities-catalog
https://www.govinfosecurity.com/cisa-cancels-24-billion-cybersecurity-procurement-a-28405
https://www.cisa.gov/news-events/alerts/2025/05/14/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.bankinfosecurity.com/infostealer-targets-users-via-fake-ai-video-sites-a-28371
https://www.cutoday.info/Fresh-Today/New-York-AG-Sues-Capital-One-For-Allegedly-Cheating-Customers-Out-Of-Millions-In-Interest
https://www.cutoday.info/Fresh-Today/ChiefsAholic-Superfan-Hit-With-Additional-Prison-Time-In-Oklahoma-For-Multi-State-Bank-CU-Robbery-Spree
https://www.healthcareinfosecurity.com/ascension-software-exploit-breach-affects-nearly-440000-a-28385
https://www.hipaajournal.com/microsoft-fortinet-ivanti-active-exploitation-vulnerabilities/
https://www.hipaajournal.com/robeson-health-care-corp-data-breach-settlement/
https://www.healthcareinfosecurity.com/bianlian-claims-credit-for-two-health-data-hacks-a-28374
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News from Wednesday May 14, 2025 
                               (Reported on Thursday May 15, 2025) 

Google Chrome to block admin-level browser launches for better security 
Read more at Bleeping Computer 
 
Microsoft fixes Linux boot issues on dual-boot Windows systems 
Read more at Bleeping Computer 
 
Ransomware gangs join ongoing SAP NetWeaver attacks 
Read more at Bleeping Computer 
 
Focused Phishing: Attack Targets Victims With Trusted Sites and Live Validation 
Read more at Bleeping Computer 
 
Fashion giant Dior discloses cyberattack, warns of data breach 
Read more at Bleeping Computer 
 
Kosovo extradites BlackDB admin to face US cybercrime charges 
Read more at Bleeping Computer 

 

https://www.bleepingcomputer.com/news/google/google-chrome-to-block-admin-level-browser-launches-for-better-security/
https://www.bleepingcomputer.com/news/microsoft/microsoft-fixes-linux-boot-issues-on-dual-boot-windows-systems/
https://www.bleepingcomputer.com/news/security/ransomware-gangs-join-ongoing-sap-netweaver-attacks/
https://www.bleepingcomputer.com/news/security/focused-phishing-attack-targets-victims-with-trusted-sites-and-live-validation/
https://www.bleepingcomputer.com/news/security/fashion-giant-dior-discloses-cyberattack-warns-of-data-breach/
https://www.bleepingcomputer.com/news/security/kosovo-extradites-blackdb-admin-to-face-us-cybercrime-charges/

