Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Monday May 19, 2025

(Reported on Tuesday May 20, 2025)

Government
CISA Adds Six Known Exploited Vulnerabilities to Catalog
Read more at Cisa.gov

Financial Institutions
Text Scams Cost Americans $470 Million In 2024
Read more at CUtoday.info

Cryptohack Roundup: Celsius CEOQ's 12-Year Prison Sentence
Read more at BanklInfoSecurity

Velera, Credit Unions Take Stand Against Fraud’s Human Toll
Read more at CUtoday.info

Healthcare
Debt Collector Hack Affects Long List of Clients, Patients
Read more at HealthcarelnfoSecurity

Rhode Island Releases Details of RIBridges Hacking Investigation
Read more at TheHIPAAJournal

Unsecured Serviceaide Database Exposed Data of 483,000 Catholic Health Patients
Read more at TheHIPAAJournal

Other
Fake KeePass password manager leads to ESXi ransomware attack
Read more at Bleeping Computer

Windows 10 emergency updates fix BitLocker recovery issues
Read more at Bleeping Computer

Mozilla fixes Firefox zero-days exploited at hacking contest
Read more at Bleeping Computer

Arla Foods confirms cyberattack disrupts production, causes delays
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https://www.cisa.gov/news-events/alerts/2025/05/19/cisa-adds-six-known-exploited-vulnerabilities-catalog
https://www.cutoday.info/Fresh-Today/Text-Scams-Cost-Americans-470-Million-In-2024
https://www.bankinfosecurity.net/cryptohack-roundup-celsius-ceos-12-year-prison-sentence-a-28409
https://www.cutoday.info/THE-feature/Velera-Credit-Unions-Take-Stand-Against-Fraud-s-Human-Toll
https://www.healthcareinfosecurity.com/debt-collector-hack-affects-long-list-clients-patients-a-28429
https://www.hipaajournal.com/rhode-island-ri-bridges-system-hack/
https://www.hipaajournal.com/serviceaide-data-breach/
https://www.bleepingcomputer.com/news/security/fake-keepass-password-manager-leads-to-esxi-ransomware-attack/
https://www.bleepingcomputer.com/news/microsoft/windows-10-emergency-updates-fix-bitlocker-recovery-issues/
https://www.bleepingcomputer.com/news/security/mozilla-fixes-firefox-zero-days-exploited-at-hacking-contest/

News from Monday May 19, 2025
(Reported on Tuesday May 20, 2025)

Read more at Bleeping Computer

RAT Dropped By Two Layers of AutolT Code, (Mon, May 19th)
Read more at SANS
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https://www.bleepingcomputer.com/news/security/arla-foods-confirms-cyberattack-disrupts-production-causes-delays/
https://isc.sans.edu/diary/rss/31960

