Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Tuesday May 21, 2025

(Reported on Wednesday May 22, 2025)

Government
PowerSchool hacker pleads guilty to student data extortion scheme
Read more at Bleeping Computer

Judge Lets Delta Lawsuit Over CrowdStrike Outage Proceed
Read more at GovInfoSecurity

Financial Institutions
Account Takeover Scams Are Bypassing Fraud Defenses
Read more at BanklInfoSecurity

Harper and Otsuka Challenge DOJ Motion, Claim NCUA Dismissals Violate Federal Law
Read more

Healthcare
What Does Regeneron's Purchase of 23andMe Mean for Privacy?
Read more at HealthcarelnfoSecurity

Other
Mobile carrier Cellcom confirms cyberattack behind extended outages
Read more at Bleeping Computer

Premium WordPress 'Motors' theme vulnerable to admin takeover attacks
Read more at Bleeping Computer

Hazy Hawk gang exploits DNS misconfigs to hijack trusted domains
Read more at Bleeping Computer

VanHelsing ransomware builder leaked on hacking forum
Read more at Bleeping Computer

SK Telecom says malware breach lasted 3 years, impacted 27 million numbers
Read more at Bleeping Computer
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https://www.bleepingcomputer.com/news/security/powerschool-hacker-pleads-guilty-to-student-data-extortion-scheme/
https://www.govinfosecurity.com/judge-lets-delta-lawsuit-over-crowdstrike-outage-proceed-a-28443
https://www.bankinfosecurity.com/account-takeover-scams-are-bypassing-fraud-defenses-a-28438
https://www.healthcareinfosecurity.com/what-does-regenerons-purchase-23andme-mean-for-privacy-a-28437
https://www.bleepingcomputer.com/news/security/mobile-carrier-cellcom-confirms-cyberattack-behind-extended-outages/
https://www.bleepingcomputer.com/news/security/premium-wordpress-motors-theme-vulnerable-to-admin-takeover-attacks/
https://www.bleepingcomputer.com/news/security/hazy-hawk-gang-exploits-dns-misconfigs-to-hijack-trusted-domains/
https://www.bleepingcomputer.com/news/security/vanhelsing-ransomware-builder-leaked-on-hacking-forum/
https://www.bleepingcomputer.com/news/security/sk-telecom-says-malware-breach-lasted-3-years-impacted-27-million-numbers/

News from Tuesday May 21, 2025
(Reported on Wednesday May 22, 2025)

RVTools hit in supply chain attack to deliver Bumblebee malware
Read more at Bleeping Computer
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https://www.bleepingcomputer.com/news/security/rvtools-hit-in-supply-chain-attack-to-deliver-bumblebee-malware/

