Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Thursday June 05, 2025

(Reported on Friday June 06, 2025)

Government
CISA Releases Seven Industrial Control Systems Advisories
Read more at Cisa.gov

Trump's Cyber Pick Vows Interagency Cooperation If Confirmed
Read more at GovInfoSecurity

Financial Institutions
Cryptohack Roundup: US SEC Drops Civil Case Against Binance
Read more at BanklInfoSecurity

Police Seize Carder Site BidenCash
Read more at PaymentSecurity.io

Healthcare
Interlock Begins Leaking Kettering Health's Stolen Data
Read more at HealthcarelnfoSecurity

Database Containing More Than 8 Million Patient Records Exposed Online
Read more at TheHIPAAJournal

Updated Play Ransomware Cybersecurity Advisory Issued as Victim Count Reaches 900
Read more at TheHIPAAJournal

Other
Hacker selling critical Roundcube webmail exploit as tech info disclosed
Read more at Bleeping Computer

Be Careful With Fake Zoom Client Downloads, (Thu, Jun 5th)
Read more at SANS

Popular Chrome Extensions Leak API Keys, User Data via HTTP and Hard-Coded Credentials
Read more at TheHackerNews

'PathWiper' Attack Hits Critical Infrastructure In Ukraine
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https://www.cisa.gov/news-events/alerts/2025/06/05/cisa-releases-seven-industrial-control-systems-advisories
https://www.govinfosecurity.com/trumps-cyber-pick-vows-interagency-cooperation-if-confirmed-a-28599
https://www.bankinfosecurity.com/cryptohack-roundup-us-sec-drops-civil-case-against-binance-a-28596
https://www.paymentsecurity.io/police-seize-carder-site-bidencash-a-28586
https://www.healthcareinfosecurity.com/interlock-begins-leaking-kettering-healths-stolen-data-a-28600
https://www.hipaajournal.com/database-8-million-patient-records-exposed-online/
https://www.hipaajournal.com/updated-play-ransomware-cybersecurity-advisory/
https://www.bleepingcomputer.com/news/security/hacker-selling-critical-roundcube-webmail-exploit-as-tech-info-disclosed/
https://isc.sans.edu/diary/rss/32014
https://thehackernews.com/2025/06/popular-chrome-extensions-leak-api-keys.html

News from Thursday June 05, 2025
(Reported on Friday June 06, 2025)

Read more at DarkReading

FBI: BADBOX 2.0 Android malware infects millions of consumer devices
Read more at Bleeping Computer

Nintendo warns Switch 2 GameChat users: “Your chat is recorded”
Read more at Arstechnica

Researchers Detail Bitter APT’s Evolving Tactics as Its Geographic Scope Expands
Read more at TheHackerNews

SecOps Need to Tackle Al Hallucinations to Improve Accuracy
Read more at DarkReading

Proxy Services Feast on Ukraine’s IP Address Exodus
Read more at Krebs on Security
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https://www.darkreading.com/cyberattacks-data-breaches/pathwiper-attack-critical-infrastructure-ukraine
https://www.bleepingcomputer.com/news/security/fbi-badbox-20-android-malware-infects-millions-of-consumer-devices/
https://arstechnica.com/gaming/2025/06/nintendo-warns-switch-2-gamechat-users-your-chat-is-recorded/
https://thehackernews.com/2025/06/bitter-hacker-group-expands-cyber.html
https://www.darkreading.com/vulnerabilities-threats/secops-tackle-ai-hallucinations-improve-accuracy
https://krebsonsecurity.com/2025/06/proxy-services-feast-on-ukraines-ip-address-exodus/

