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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Friday June 06, 2025, through Sunday June 08, 2025 
                               (Reported on Monday June 09, 2025) 

Government 
Malicious npm packages posing as utilities delete project directories 
Read more at Bleeping Computer 
 
Trump Rewrites Cybersecurity Policy in Executive Order 
Read more at GovInfoSecurity 

Financial Institutions 
FBI Warns of BADBOX 2.0 Botnet Surge in Chinese Devices 
Read more at BankInfoSecurity 

 

Cencap FCU Sues Fiserv Over Alleged Data Security Failures 
Read more at CUtoday.info 

Healthcare 
DA: Sleep Center Worker Installed Secret Camera in Bathrooms 
Read more at HealthcareInfoSecurity 

 

Jackson Health System Announces Another 5-Year Insider Data Breach 
Read more at TheHIPAAJournal 

Other 
Wireshark 4.4.7 Released, (Sun, Jun 8th) 
Read more at SANS 
 
New Supply Chain Malware Operation Hits npm and PyPI Ecosystems, Targeting Millions Globally 
Read more at TheHackerNews 
 
New Mirai botnet infect TBK DVR devices via command injection flaw 
Read more at Bleeping Computer 
 
Extracting With pngdump.py, (Sun, Jun 8th) 
Read more at SANS 
 
Cybercriminals turn to “residential proxy” services to hide malicious traffic 
Read more at Arstechnica 

https://www.bleepingcomputer.com/news/security/malicious-npm-packages-posing-as-utilities-delete-project-directories/
https://www.govinfosecurity.com/trump-rewrites-cybersecurity-policy-in-executive-order-a-28617
https://www.bankinfosecurity.com/fbi-warns-badbox-20-botnet-surge-in-chinese-devices-a-28616
https://www.cutoday.info/Fresh-Today/Cencap-FCU-Sues-Fiserv-Over-Alleged-Data-Security-Failures
https://www.healthcareinfosecurity.com/da-sleep-center-worker-installed-secret-camera-in-bathrooms-a-28611
https://www.hipaajournal.com/jackson-health-system-5-year-insider-data-breach/
https://isc.sans.edu/diary/rss/32020
https://thehackernews.com/2025/06/new-supply-chain-malware-operation-hits.html
https://www.bleepingcomputer.com/news/security/new-mirai-botnet-infect-tbk-dvr-devices-via-command-injection-flaw/
https://isc.sans.edu/diary/rss/32022
https://arstechnica.com/security/2025/06/cybercriminals-turn-to-residential-proxy-services-to-hide-malicious-traffic/
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News from Friday June 06, 2025, through Sunday June 08, 2025 
                               (Reported on Monday June 09, 2025) 

 
Malicious Browser Extensions Infect Over 700 Users Across Latin America Since Early 2025 
Read more at TheHackerNews 
 

 

https://thehackernews.com/2025/06/malicious-browser-extensions-infect-722.html

