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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Tuesday June 10, 2025 
                               (Reported on Wednesday June 11, 2025) 

Government 
CISA Releases Four Industrial Control Systems Advisories 
Read more at Cisa.gov 

 
Texas Dept. of Transportation breached, 300k crash records stolen 
Read more at Bleeping Computer 
 
CISA Adds Two Known Exploited Vulnerabilities to Catalog 
Read more at Cisa.gov 

Financial Institutions 
Supply Chain Attacks Really Are Surging 
Read more at BankInfoSecurity 

 

OpenAI's ChatGPT a Hit With Nation-State Hackers 
Read more at BankInfoSecurity 

Healthcare 
Qilin Ransomware Group Exploiting Critical Fortinet Flaws 
Read more at TheHIPAAJournal 
 

Google Must Face Majority of Claims in Healthcare Tracking Technology Class Action 
Read more at TheHIPAAJournal 

Other 
DanaBot malware operators exposed via C2 bug added in 2022 
Read more at Bleeping Computer 
 
Microsoft Patch Tuesday June 2025, (Tue, Jun 10th) 
Read more at SANS 
 
Found in the wild: 2 Secure Boot exploits. Microsoft is patching only 1 of them. 
Read more at Arstechnica 
 
Adobe Releases Patch Fixing 254 Vulnerabilities, Closing High-Severity Security Gaps 
Read more at TheHackerNews 

https://www.cisa.gov/news-events/alerts/2025/06/10/cisa-releases-four-industrial-control-systems-advisories
https://www.bleepingcomputer.com/news/security/texas-dept-of-transportation-breached-300k-crash-records-stolen/
https://www.cisa.gov/news-events/alerts/2025/06/10/cisa-adds-two-known-exploited-vulnerabilities-catalog
https://www.bankinfosecurity.com/supply-chain-attacks-really-are-surging-a-28641
https://www.bankinfosecurity.com/openais-chatgpt-hit-nation-state-hackers-a-28640
https://www.hipaajournal.com/qilin-ransomware-group-exploiting-critical-fortinet-flaws/
https://www.hipaajournal.com/google-tracking-technology-healthcare-class-action/
https://www.bleepingcomputer.com/news/security/danabot-malware-operators-exposed-via-c2-bug-added-in-2022/
https://isc.sans.edu/diary/rss/32032
https://arstechnica.com/security/2025/06/unearthed-in-the-wild-2-secure-boot-exploits-microsoft-patches-only-1-of-them/
https://thehackernews.com/2025/06/adobe-releases-patch-fixing-254.html
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News from Tuesday June 10, 2025 
                               (Reported on Wednesday June 11, 2025) 

 
Poisoned npm Packages Disguised as Utilities Aim for System Wipeout 
Read more at DarkReading 
 
Microsoft Outlook to block more risky attachments used in attacks 
Read more at Bleeping Computer 
 
Researchers Uncover 20+ Configuration Risks, Including Five CVEs, in Salesforce Industry Cloud 
Read more at TheHackerNews 
 
Stealth Falcon APT Exploits Microsoft RCE Zero-Day in Mideast 
Read more at DarkReading 
 

 

https://www.darkreading.com/application-security/poisoned-npm-packages-disguised-utilities-system-wipeout
https://www.bleepingcomputer.com/news/security/microsoft-outlook-to-block-more-risky-attachments-used-in-attacks/
https://thehackernews.com/2025/06/researchers-uncover-20-configuration.html
https://www.darkreading.com/vulnerabilities-threats/stealth-falcon-apt-exploits-microsoft-rce-zero-day-mideast

