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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Wednesday June 11, 2025 
                               (Reported on Thursday June 12, 2025) 

Government 
Trump Cybersecurity EO Scrambles Post-Quantum Preparation 
Read more at GovInfoSecurity 

Financial Institutions 
Hackers Target Job Recruiters Through Malicious Resumes 
Read more at BankInfoSecurity 

 
AI May Fix a 15-Year-Old Bug It Helped Spread 
Read more at BankInfoSecurity 

Healthcare 
AHA Warns Hospitals About Latest Play Ransomware Threats 
Read more at HealthcareInfoSecurity 

Other 
Erie Insurance confirms cyberattack behind business disruptions 
Read more at Bleeping Computer 
 
Zero-click AI data leak flaw uncovered in Microsoft 365 Copilot 
Read more at Bleeping Computer 
 
Microsoft creates separate Windows 11 24H2 update for incompatible PCs 
Read more at Bleeping Computer 
 
Brute-force attacks target Apache Tomcat management panels 
Read more at Bleeping Computer 
 
Former Black Basta Members Use Microsoft Teams and Python Scripts in 2025 Attacks 
Read more at TheHackerNews 
 
Microsoft Patches 67 Vulnerabilities Including WEBDAV Zero-Day Exploited in the Wild 
Read more at TheHackerNews 
 
Infostealer Ring Bust-up Takes Down 20,000 Malicious IPs 

https://www.govinfosecurity.com/trump-cybersecurity-eo-scrambles-post-quantum-preparation-a-28644
https://www.bankinfosecurity.com/hackers-target-job-recruiters-through-malicious-resumes-a-28665
https://www.bankinfosecurity.com/ai-may-fix-15-year-old-bug-helped-spread-a-28657
https://www.healthcareinfosecurity.com/aha-warns-hospitals-about-latest-play-ransomware-threats-a-28659
https://www.bleepingcomputer.com/news/security/erie-insurance-confirms-cyberattack-behind-business-disruptions/
https://www.bleepingcomputer.com/news/security/zero-click-ai-data-leak-flaw-uncovered-in-microsoft-365-copilot/
https://www.bleepingcomputer.com/news/microsoft/microsoft-creates-separate-windows-11-24h2-update-for-incompatible-pcs/
https://www.bleepingcomputer.com/news/security/brute-force-attacks-target-apache-tomcat-management-panels/
https://thehackernews.com/2025/06/former-black-basta-members-use.html
https://thehackernews.com/2025/06/microsoft-patches-67-vulnerabilities.html
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News from Wednesday June 11, 2025 
                               (Reported on Thursday June 12, 2025) 

Read more at DarkReading 
 
Google Bug Allowed Brute-Forcing of Any User Phone Number 
Read more at DarkReading 
 
Patch Tuesday, June 2025 Edition 
Read more at Krebs on Security 
 
Operation Secure disrupts global infostealer malware operations 
Read more at Bleeping Computer 
 
Microsoft fixes unreachable Windows Server domain controllers 
Read more at Bleeping Computer 
 
Microsoft fixes Windows Server auth issues caused by April updates 
Read more at Bleeping Computer 
 
Quasar RAT Delivered Through Bat Files, (Wed, Jun 11th) 
Read more at SANS 
 
INTERPOL Dismantles 20,000+ Malicious IPs Linked to 69 Malware Variants in Operation Secure 
Read more at TheHackerNews 
 
Why DNS Security Is Your First Defense Against Cyber Attacks? 
Read more at TheHackerNews 
 
ConnectWise to Rotate Code-Signing Certificates 
Read more at DarkReading 
 
Security Pitfalls & Solutions of Multiregion Cloud Architectures 
Read more at DarkReading 
 
Mirai Botnets Exploit Flaw in Wazuh Security Platform 
Read more at DarkReading 
 

 

https://www.darkreading.com/threat-intelligence/infostealer-ring-bust-20000-malicious-ips
https://www.darkreading.com/vulnerabilities-threats/google-bug-brute-forcing-phone-number
https://krebsonsecurity.com/2025/06/patch-tuesday-june-2025-edition/
https://www.bleepingcomputer.com/news/security/operation-secure-disrupts-global-infostealer-malware-operations/
https://www.bleepingcomputer.com/news/microsoft/microsoft-fixes-unreachable-windows-server-domain-controllers/
https://www.bleepingcomputer.com/news/microsoft/microsoft-fixes-windows-server-auth-issues-caused-by-april-updates/
https://isc.sans.edu/diary/rss/32036
https://thehackernews.com/2025/06/interpol-dismantles-20000-malicious-ips.html
https://thehackernews.com/2025/06/why-dns-security-is-your-first-defense.html
https://www.darkreading.com/remote-workforce/connectwise-rotate-code-signing-certificates
https://www.darkreading.com/cloud-security/security-pitfalls-solutions-multiregion-cloud-architectures
https://www.darkreading.com/vulnerabilities-threats/mirai-botnets-exploit-wazuh-security-platform

