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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Thursday June 12, 2025 
                               (Reported on Friday June 13, 2025) 

Government 
CISA Releases Ten Industrial Control Systems Advisories 
Read more at Cisa.gov 

 

Password Spraying Attacks Hit Entra ID Accounts 
Read more at GovInfoSecurity 
 
CISA Releases Cybersecurity Advisory on SimpleHelp RMM Vulnerability 
Read more at Cisa.gov 

Financial Institutions 
Patelco Credit Union Reaches $7.25M Settlement Over Ransomware Attack That Affected 1M 
Accounts 
Read more at CUtoday.info 
 
Breach Roundup: Critical RCE Flaw in Roundcube Servers 
Read more at BankInfoSecurity 
 
Google Glitch Hits The Grid—Even Credit Union Feels The Crash 
Read more at CUtoday.info 

Healthcare 
$5.48 Million Settlement Approved to Resolve HealthEC Data Breach Litigation 
Read more at TheHIPAAJournal 
 
Erie Insurance Tells SEC It's Responding to a Cyber Incident 
Read more at HealthcareInfoSecurity 
 
Kettering Health Resumes Normal Operations for Key Services Following Ransomware Attack 
Read more at TheHIPAAJournal 

Other 
Trend Micro fixes critical vulnerabilities in multiple products 
Read more at Bleeping Computer 
 

https://www.cisa.gov/news-events/alerts/2025/06/12/cisa-releases-ten-industrial-control-systems-advisories
https://www.govinfosecurity.com/password-spraying-attacks-hit-entra-id-accounts-a-28682
https://www.cisa.gov/news-events/alerts/2025/06/12/cisa-releases-cybersecurity-advisory-simplehelp-rmm-vulnerability
https://www.cutoday.info/Fresh-Today/Patelco-Credit-Union-Reaches-7.25M-Settlement-Over-Ransomware-Attack-That-Affected-1M-Accounts
https://www.bankinfosecurity.com/breach-roundup-critical-rce-flaw-in-roundcube-servers-a-28680
https://www.cutoday.info/Fresh-Today/Google-Glitch-Hits-The-Grid-Even-Credit-Union-Feels-The-Crash
https://www.hipaajournal.com/healthec-data-breach/
https://www.healthcareinfosecurity.com/erie-insurance-tells-sec-its-responding-to-cyber-incident-a-28684
https://www.hipaajournal.com/kettering-health-ransomware-attack/
https://www.bleepingcomputer.com/news/security/trend-micro-fixes-six-critical-flaws-on-apex-central-endpoint-encryption-policyserver/


                                                                                      

Tyler Technologies, Inc. Page | 2  
 

News from Thursday June 12, 2025 
                               (Reported on Friday June 13, 2025) 

Researchers Detail Zero-Click Copilot Exploit 'EchoLeak' 
Read more at DarkReading 

 

https://www.darkreading.com/application-security/researchers-detail-zero-click-copilot-exploit-echoleak

