Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Tuesday June 24, 2025

(Reported on Wednesday June 25, 2025)

Government
CISA Releases Eight Industrial Control Systems Advisories
Read more at Cisa.gov

Key Cyber Law's Lapse Could Mute Threat Sharing Nationwide
Read more at GovInfoSecurity

U.S. House Bans WhatsApp on Official Devices Over Security and Data Protection Issues
Read more at TheHackerNews

How the US Military Is Redefining Zero Trust
Read more at DarkReading

Financial Institutions
Al Moratorium Stays in US Senate Budget Reconciliation Bill
Read more at BankInfoSecurity

Researchers Find Way to Shut Down Cryptominer Campaigns Using Bad Shares and XMRogue
Read more at TheHackerNews

How Today’s Pentest Models Compare and Why Continuous Wins
Read more at Bleeping Computer

Healthcare
Feds Warn Healthcare Sector of Rising Iranian Cyberthreats
Read more at HealthcarelnfoSecurity

Ransomware Groups Increasingly Conducting Extortion-Only Attacks
Read more at TheHIPAAJournal

Other
SonicWall warns of trojanized NetExtender stealing VPN logins
Read more at Bleeping Computer

Windows 10 users can get extended security updates using Microsoft points
Read more at Bleeping Computer
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https://www.bleepingcomputer.com/news/security/how-todays-pentest-models-compare-and-why-continuous-wins/
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News from Tuesday June 24, 2025
(Reported on Wednesday June 25, 2025)

New FileFix attack weaponizes Windows File Explorer for stealthy commands
Read more at Bleeping Computer

Quick Password Brute Forcing Evolution Statistics, (Tue, Jun 24th)
Read more at SANS

Microsoft extends free Windows 10 security updates into 2026, with strings attached
Read more at Arstechnica

Hackers Target Over 70 Microsoft Exchange Servers to Steal Credentials via Keyloggers
Read more at TheHackerNews
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https://www.bleepingcomputer.com/news/security/filefix-attack-weaponizes-windows-file-explorer-for-stealthy-powershell-commands/
https://isc.sans.edu/diary/rss/32068
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