Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Wednesday June 25, 2025

(Reported on Thursday June 26, 2025)

Government
Hacker Who Stole Lawmaker Data From Insurance Market Charged
Read more at GovInfoSecurity

French Police Reportedly Bust Five BreachForums Administrators
Read more at GovInfoSecurity

Financial Institutions
Hackers Using Malicious SonicWall VPN for Credential Theft
Read more at BanklInfoSecurity

CU Robber Among Most Prolific In San Diego History Sentenced to Nearly 5 Centuries In Prison
Read more at CUtoday.info

Healthcare
FDA Urges Medical Product Makers to Beef Up OT Security
Read more at HealthcarelnfoSecurity

Ransomware Groups Increasingly Conducting Extortion-Only Attacks
Read more at TheHIPAAJournal

Other
Hackers turn ScreenConnect into malware using Authenticode stuffing
Read more at Bleeping Computer

Ubuntu disables Intel GPU security mitigations, promises 20% performance boost
Read more at Arstechnica

nOAuth Vulnerability Still Affects 9% of Microsoft Entra SaaS Apps Two Years After Discovery
Read more at TheHackerNews

Millions of Brother Printers Hit by Critical, Unpatchable Bug
Read more at DarkReading

Hacker 'IntelBroker' charged in US for global data theft breaches
Read more at Bleeping Computer
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https://www.govinfosecurity.com/hacker-who-stole-lawmaker-data-from-insurance-market-charged-a-28824
https://www.govinfosecurity.com/french-police-reportedly-bust-five-breachforums-administrators-a-28814
https://www.bankinfosecurity.com/hackers-using-malicious-sonicwall-vpn-for-credential-theft-a-28815
https://www.cutoday.info/Fresh-Today/CU-Robber-Among-Most-Prolific-In-San-Diego-History-Sentenced-to-Nearly-5-Centuries-In-Prison
https://www.healthcareinfosecurity.com/fda-urges-medical-product-makers-to-beef-up-ot-security-a-28818
https://www.hipaajournal.com/ransomware-groups-increasingly-conductingextortion-only-attacks/
https://www.bleepingcomputer.com/news/security/hackers-turn-screenconnect-into-malware-using-authenticode-stuffing/
https://arstechnica.com/security/2025/06/ubuntu-disables-intel-gpu-security-mitigations-promises-20-performance-boost/
https://thehackernews.com/2025/06/noauth-vulnerability-still-affects-9-of.html
https://www.darkreading.com/endpoint-security/millions-brother-printers-critical-unpatchable-bug
https://www.bleepingcomputer.com/news/security/british-hacker-intelbroker-charged-with-25m-in-cybercrime-damages/

News from Wednesday June 25, 2025
(Reported on Thursday June 26, 2025)

Pro-lranian Hacktivist Group Leaks Personal Records from the 2024 Saudi Games
Read more at TheHackerNews

And Now Malware That Tells Al to Ignore It?
Read more at DarkReading

New wave of ‘fake interviews’ use 35 npm packages to spread malware
Read more at Bleeping Computer
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https://thehackernews.com/2025/06/pro-iranian-hacktivist-group-leaks.html
https://www.darkreading.com/cloud-security/malware-tells-ai-to-ignore-it
https://www.bleepingcomputer.com/news/security/new-wave-of-fake-interviews-use-35-npm-packages-to-spread-malware/

