Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Thursday June 26, 2025

(Reported on Friday June 27, 2025)

Government
How Geopolitical Tensions Are Shaping Cyber Warfare
Read more at DarkReading

Ex-student charged over hacking university for cheap parking, data breaches
Read more at Bleeping Computer

CISA Adds 3 Flaws to KEV Catalog, Impacting AMI MegaRAC, D-Link, Fortinet
Read more at TheHackerNews

CISA Releases Two Industrial Control Systems Advisories
Read more at Cisa.gov

Financial Institutions
Cryptohack Roundup: Malware Targets Wallets Via Photos
Read more at BanklInfoSecurity

FTC approves $126 million in Fortnite refunds over ‘dark patterns’
Read more at Bleeping Computer

Healthcare
Nationwide Recovery Service Hack Grows to 500,000 Victims
Read more at HealthcarelnfoSecurity

Other
Microsoft fixes Outlook bug causing crashes when opening emails
Read more at Bleeping Computer

Microsoft confirms Family Safety blocks Google Chrome from launching
Read more at Bleeping Computer

Critical Open VSX Registry Flaw Exposes Millions of Developers to Supply Chain Attacks
Read more at TheHackerNews

New FileFix Method Emerges as a Threat Following 517% Rise in ClickFix Attacks
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https://www.darkreading.com/vulnerabilities-threats/geopolitical-tensions-shape-cyber-warfare
https://www.bleepingcomputer.com/news/security/ex-student-charged-over-hacking-university-for-cheap-parking-data-breaches/
https://thehackernews.com/2025/06/cisa-adds-3-flaws-to-kev-catalog.html
https://www.cisa.gov/news-events/alerts/2025/06/26/cisa-releases-two-industrial-control-systems-advisories
https://www.bankinfosecurity.com/cryptohack-roundup-malware-targets-wallets-via-photos-a-28833
https://www.bleepingcomputer.com/news/legal/ftc-approves-126-million-in-fortnite-refunds-over-dark-patterns/
https://www.healthcareinfosecurity.com/nationwide-recovery-service-hack-grows-to-500000-victims-a-28835
https://www.bleepingcomputer.com/news/microsoft/microsoft-fixes-outlook-bug-causing-crashes-when-opening-emails/
https://www.bleepingcomputer.com/news/microsoft/microsoft-confirms-family-safety-blocks-google-chrome-from-launching/
https://thehackernews.com/2025/06/critical-open-vsx-registry-flaw-exposes.html

News from Thursday June 26, 2025
(Reported on Friday June 27, 2025)

Read more at TheHackerNews

Brother printer bug in 689 models exposes default admin passwords
Read more at Bleeping Computer

Cisco warns of max severity RCE flaws in Identity Services Engine
Read more at Bleeping Computer

3 key takeaways from the Scattered Spider attacks on insurance firms
Read more at Bleeping Computer

Microsoft 365 'Direct Send' abused to send phishing as internal users
Read more at Bleeping Computer

Actively exploited vulnerability gives extraordinary control over server fleets
Read more at Arstechnica

Critical RCE Flaws in Cisco ISE and ISE-PIC Allow Unauthenticated Attackers to Gain Root Access
Read more at TheHackerNews

The Hidden Risks of SaaS: Why Built-In Protections Aren't Enough for Modern Data Resilience
Read more at TheHackerNews

'IntelBroker' Suspect Arrested, Charged in High-Profile Breaches
Read more at DarkReading
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https://thehackernews.com/2025/06/new-filefix-method-emerges-as-threat.html
https://www.bleepingcomputer.com/news/security/brother-printer-bug-in-689-models-exposes-default-admin-passwords/
https://www.bleepingcomputer.com/news/security/cisco-warns-of-max-severity-rce-flaws-in-identity-services-engine/
https://www.bleepingcomputer.com/news/security/3-key-takeaways-from-the-scattered-spider-attacks-on-insurance-firms/
https://www.bleepingcomputer.com/news/security/microsoft-365-direct-send-abused-to-send-phishing-as-internal-users/
https://arstechnica.com/security/2025/06/active-exploitation-of-ami-management-tool-imperils-thousands-of-servers/
https://thehackernews.com/2025/06/critical-rce-flaws-in-cisco-ise-and-ise.html
https://thehackernews.com/2025/06/the-hidden-risks-of-saas-why-built-in.html
https://www.darkreading.com/cyberattacks-data-breaches/intebroker-suspect-arrested-charged-breaches

