Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Friday June 27, 2025, through Sunday June 29, 2025

(Reported on Monday June 30, 2025)

Government
US Cyber Diplomacy at Risk Amid State Department Shakeup
Read more at GovInfoSecurity

Misconfigured Al Servers and Weak Configurations Expose Data, Systems
Read more at GovInfoSecurity

Financial Institutions
Federal Reserve Financial Services To Implement ISO 20022 Message Format Starting July 14
Read more at CUtoday.info

BIS Issues Strong Warning On Stablecoin Risks, Urges Faster Move To Tokenized Currencies
Read more at CUtoday.info

Healthcare
Feds Warn Patients, Healthcare Entities of Phishing Scams
Read more at HealthcarelnfoSecurity

Healthcare Hacker Facing Extradition to US and Up to 50 Years in Jail
Read more at TheHIPAAJournal

FDA Expands Premarket Medical Device Cyber Guidance
Read more at HealthcarelnfoSecurity

Other
FBI Warns of Scattered Spider's Expanding Attacks on Airlines Using Social Engineering
Read more at TheHackerNews

GIFTEDCROOK Malware Evolves: From Browser Stealer to Intelligence-Gathering Tool
Read more at TheHackerNews

Facebook’s New Al Tool Asks to Upload Your Photos for Story Ideas, Sparking Privacy Concerns
Read more at TheHackerNews

Bluetooth flaws could let hackers spy through your microphone
Read more at Bleeping Computer
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https://www.govinfosecurity.com/us-cyber-diplomacy-at-risk-amid-state-department-shakeup-a-28854
https://www.govinfosecurity.com/misconfigured-ai-servers-weak-configurations-expose-data-systems-a-28853
https://www.cutoday.info/Fresh-Today/Federal-Reserve-Financial-Services-To-Implement-ISO-20022-Message-Format-Starting-July-14
https://www.cutoday.info/Fresh-Today/BIS-Issues-Strong-Warning-On-Stablecoin-Risks-Urges-Faster-Move-To-Tokenized-Currencies
https://www.healthcareinfosecurity.com/feds-warn-patients-healthcare-entities-phishing-scams-a-28852
https://www.hipaajournal.com/healthcare-hacker-facing-extradition-50-years-jail/
https://www.healthcareinfosecurity.com/fda-expands-premarket-medical-device-cyber-guidance-a-28850
https://thehackernews.com/2025/06/fbi-warns-of-scattered-spiders.html
https://thehackernews.com/2025/06/giftedcrook-malware-evolves-from.html
https://thehackernews.com/2025/06/facebooks-new-ai-tool-requests-photo.html
https://www.bleepingcomputer.com/news/security/bluetooth-flaws-could-let-hackers-spy-through-your-microphone/

News from Friday June 27, 2025, through Sunday June 29, 2025
(Reported on Monday June 30, 2025)

Cloudflare open-sources Orange Meets with End-to-End encryption
Read more at Bleeping Computer
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https://www.bleepingcomputer.com/news/security/cloudflare-open-sources-orange-meets-with-end-to-end-encryption/

