Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Monday June 30, 2025

(Reported on Tuesday July 01, 2025)

Government
CISA and Partners Urge Critical Infrastructure to Stay Vigilant in the Current Geopolitical
Environment
Read more at Cisa.gov

U.S. Agencies Warn of Rising Iranian Cyberattacks on Defense, OT Networks, and Critical
Infrastructure
Read more at TheHackerNews

CISA Adds One Known Exploited Vulnerability to Catalog
Read more at Cisa.gov

Drug cartel hacked FBI official’s phone to track and kill informants, report says
Read more at Arstechnica

Financial Institutions
Fake Check Scheme Nets $200K—Now Fraudster Faces 4.5 Years Behind Bars
Read more at CUtoday.info

Europol Dismantles $540 Million Cryptocurrency Fraud Network, Arrests Five Suspects
Read more at TheHackerNews

ACU Backs Treasury’s Push To Modernize Payments, Fight Fraud, And Boost Financial Inclusion
Read more at CUtoday.info

Healthcare
Another Billing Software Vendor Hacked by Ransomware
Read more at HealthcarelnfoSecurity

Healthcare Hacker Facing Extradition to US and Up to 50 Years in Jail
Read more at TheHIPAAJournal

Other
Senator Chides FBI for Weak Advice on Mobile Security
Read more at Krebs on Security

Tyler Technologies, Inc.


https://www.cisa.gov/news-events/alerts/2025/06/30/cisa-and-partners-urge-critical-infrastructure-stay-vigilant-current-geopolitical-environment
https://thehackernews.com/2025/06/us-agencies-warn-of-rising-iranian.html
https://www.cisa.gov/news-events/alerts/2025/06/30/cisa-adds-one-known-exploited-vulnerability-catalog
https://arstechnica.com/security/2025/06/mexican-drug-cartel-hacked-fbi-officials-phone-to-track-informant-report-says/
https://www.cutoday.info/Fresh-Today/Fake-Check-Scheme-Nets-200K-Now-Fraudster-Faces-4.5-Years-Behind-Bars
https://thehackernews.com/2025/06/europol-dismantles-540-million.html
https://www.cutoday.info/Fresh-Today/ACU-Backs-Treasury-s-Push-To-Modernize-Payments-Fight-Fraud-And-Boost-Financial-Inclusion
https://www.healthcareinfosecurity.com/another-billing-software-vendor-hacked-by-ransomware-a-28866
https://www.hipaajournal.com/healthcare-hacker-facing-extradition-50-years-jail/
https://krebsonsecurity.com/2025/06/senator-chides-fbi-for-weak-advice-on-mobile-security/

News from Monday June 30, 2025
(Reported on Tuesday July 01, 2025)

Microsoft Defender for Office 365 now blocks email bombing attacks
Read more at Bleeping Computer

Chinese Company Hikvision Banned By Canadian Government
Read more at DarkReading

Hikvision Canada ordered to cease operations over security risks
Read more at Bleeping Computer

Scattered Spider Hacking Spree Continues With Airline Sector Attacks
Read more at DarkReading
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https://www.bleepingcomputer.com/news/security/microsoft-defender-for-office-365-now-blocks-email-bombing-attacks/
https://www.darkreading.com/threat-intelligence/hikvision-banned-canadian-government
https://www.bleepingcomputer.com/news/security/hikvision-canada-ordered-to-cease-operations-over-security-risks/
https://www.darkreading.com/cyberattacks-data-breaches/scattered-spider-hacking-spree-airline-sector

