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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security.. 
 

News from Tuesday July 01, 2025 
                                             (Reported on Wednesday July 02, 2025) 

Government 
CISA Releases Seven Industrial Control Systems Advisories 
Read more at Cisa.gov 
 
US critical infrastructure exposed as feds warn of possible attacks from Iran 
Read more at Arstechnica 
 
Senate Strips AI Moratorium Amid Sharp Bipartisan Opposition 
Read more at GovInfoSecurity 
 
CISA Releases Seven Industrial Control Systems Advisories 
Read more at Cisa.gov 

Financial Institutions 
Infrastructure Operators Leaving Control Systems Exposed 
Read more at BankInfoSecurity 

 

NCUA Issues Guidance On Reporting Criminal Offenses To OMB Director 
Read more at CUtoday.info 

Healthcare 
20 States Sue HHS to Stop Medicaid Data Sharing with ICE 
Read more at HealthcareInfoSecurity 

 

Nursing Educator Dr. Randolph Rasch Urges Overhaul of Healthcare Student Compliance Training 
as Exxat and ComplianceJunction Launch Partnership 
Read more at TheHIPAAJournal 

Other 
AT&T rolls out "Wireless Lock" feature to block SIM swap attacks 
Read more at Bleeping Computer 
 
Critical Vulnerability in Anthropic's MCP Exposes Developer Machines to Remote Exploits 
Read more at TheHackerNews 
 
Chrome Zero-Day, 'FoxyWallet' Firefox Attacks Threaten Browsers 

https://www.cisa.gov/news-events/alerts/2025/07/01/cisa-releases-seven-industrial-control-systems-advisories
https://arstechnica.com/security/2025/07/feds-warn-of-possible-cyber-attacks-by-iran-on-us-critical-infrastructure/
https://www.govinfosecurity.com/senate-strips-ai-moratorium-amid-sharp-bipartisan-opposition-a-28876
https://www.cisa.gov/news-events/alerts/2025/07/01/cisa-releases-seven-industrial-control-systems-advisories
https://www.bankinfosecurity.com/infrastructure-operators-leaving-control-systems-exposed-a-28872
https://www.cutoday.info/Fresh-Today/NCUA-Issues-Guidance-On-Reporting-Criminal-Offenses-To-OMB-Director
https://www.healthcareinfosecurity.com/20-states-sue-hhs-to-stop-medicaid-data-sharing-ice-a-28877
https://www.hipaajournal.com/webinar-exxat-compliancejunction-launch-partnership/
https://www.bleepingcomputer.com/news/security/atandt-rolls-out-wireless-lock-feature-to-block-sim-swap-attacks/
https://thehackernews.com/2025/07/critical-vulnerability-in-anthropics.html
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News from Tuesday July 01, 2025 
                                             (Reported on Wednesday July 02, 2025) 

Read more at DarkReading 
 
Aeza Group sanctioned for hosting ransomware, infostealer servers 
Read more at Bleeping Computer 
 
Pay up or stop scraping: Cloudflare program charges bots for each crawl 
Read more at Arstechnica 
 
TA829 and UNK_GreenSec Share Tactics and Infrastructure in Ongoing Malware Campaigns 
Read more at TheHackerNews 
 
Like SEO, LLMs May Soon Fall Prey to Phishing Scams 
Read more at DarkReading 

 

https://www.darkreading.com/cyberattacks-data-breaches/browsers-targeted-chrome-zero-day-malicious-firefox-extensions
https://www.bleepingcomputer.com/news/security/aeza-group-sanctioned-for-hosting-ransomware-infostealer-servers/
https://arstechnica.com/tech-policy/2025/07/pay-up-or-stop-scraping-cloudflare-program-charges-bots-for-each-crawl/
https://thehackernews.com/2025/07/ta829-and-unkgreensec-share-tactics-and.html
https://www.darkreading.com/cyber-risk/seo-llms-fall-prey-phishing-scams

