Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Tuesday July 22, 2025

(Reported on Wednesday July 23, 2025)

Government
CISA Releases Nine Industrial Control Systems Advisories
Read more at Cisa.gov

CISA Adds Two Known Exploited Vulnerabilities to Catalog
Read more at Cisa.gov

CISA Adds Four Known Exploited Vulnerabilities to Catalog
Read more at Cisa.gov

Financial Institutions
Microsoft Traces On-Premises SharePoint Exploits to China
Read more at BankinfoSecurity

CFPB Lifts Consent Order Against VyStar CU After $1.5M Penalty, Member Refunds
Read more at CUtoday.info

Healthcare
Montana Mental Health Center Announces 87,000-Record Data Breach
Read more at TheHIPAAJournal

Premier Health Partners Announces July 2023 Data Breach
Read more at TheHIPAAJournal

Other
Cisco: Maximum-severity ISE RCE flaws now exploited in attacks
Read more at Bleeping Computer

Dell Breached by Extortion Group, Says Data Stolen Was 'Fake'
Read more at Darkreading

Dior Says Personal Information Stolen in Cyberattack
Read more at SecurityWeek

Windows 11 KB5062660 update brings new '"Windows Resilience' features
Read more at Bleeping Computer
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https://www.cisa.gov/news-events/alerts/2025/07/22/cisa-releases-nine-industrial-control-systems-advisories
https://www.cisa.gov/news-events/alerts/2025/07/22/cisa-adds-two-known-exploited-vulnerabilities-catalog
https://www.cisa.gov/news-events/alerts/2025/07/22/cisa-adds-four-known-exploited-vulnerabilities-catalog
https://www.bankinfosecurity.com/microsoft-traces-on-premises-sharepoint-exploits-to-china-a-29029
https://www.cutoday.info/Fresh-Today/CFPB-Lifts-Consent-Order-Against-VyStar-CU-After-1.5M-Penalty-Member-Refunds
https://www.hipaajournal.com/montana-mental-health-center-data-breach/
https://www.hipaajournal.com/premier-health-partners-2023-data-breach/
https://www.bleepingcomputer.com/news/security/cisco-maximum-severity-ise-rce-flaws-now-exploited-in-attacks/
https://www.darkreading.com/cyberattacks-data-breaches/dell-breached-data-stolen-fake
https://www.securityweek.com/dior-says-personal-information-stolen-in-cyberattack/
https://www.bleepingcomputer.com/news/microsoft/windows-11-kb5062660-update-brings-new-windows-resilience-features/

News from Tuesday July 22, 2025
(Reported on Wednesday July 23, 2025)

Wireshark 4.4.8 Released, (Tue, Jul 22nd)
Read more at SANS

Microsoft Links Ongoing SharePoint Exploits to Three Chinese Hacker Groups
Read more at TheHackerNews

Lumma infostealer malware returns after law enforcement disruption
Read more at Bleeping Computer

WinRAR MoTW Propagation Privacy, (Tue, Jul 22nd)
Read more at SANS

Credential Theft and Remote Access Surge as AllaKore, PureRAT, and Hijack Loader Proliferate
Read more at TheHackerNews

Darktrace Acquires Mira Security for Network Visibility
Read more at DarkReading
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https://isc.sans.edu/diary/rss/32128
https://thehackernews.com/2025/07/microsoft-links-ongoing-sharepoint.html
https://www.bleepingcomputer.com/news/security/lumma-infostealer-malware-returns-after-law-enforcement-disruption/
https://isc.sans.edu/diary/rss/32130
https://thehackernews.com/2025/07/credential-theft-and-remote-access.html
https://www.darkreading.com/threat-intelligence/darktrace-acquires-mira-security-network-visibility

