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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Friday July 25, 2025 through Sunday July 27, 2025 
(Reported on Monday July 28, 2025) 

Government 
New York Unveils 'Nation-Leading' Water Sector Cyber Rules 
Read more at GovInfoSecurity 

 

4 Principles for Classroom AI, From an Experienced Educator 
Read more at Edweek.org 

Financial Institutions 
Scattered Spider Exploiting VMware vSphere 
Read more at BankInfoSecurity 

 

Ripple Taps Nation’s Oldest Bank To Safeguard Stablecoin Reserves 
Read more at CUtoday.info 

Healthcare 
Patients Still Struggle With Full Access to Health Info 
Read more at HealthcareInfoSecurity 
 
BlackSuit Ransomware Dark Web Sites Seized by Law Enforcement 
Read more at HIPAAJournal 
 
Lake Charles Memorial Health Agrees to $2 Million Data Breach Settlement 
Read more at TheHIPAAJournal 

Other 
Allianz Life confirms data breach impacts majority of 1.4 million customers 
Read more at Bleeping Computer 
 
Post SMTP plugin flaw exposes 200K WordPress sites to hijacking attacks 
Read more at Bleeping Computer 
 
Amazon AI coding agent hacked to inject data wiping commands 
Read more at Bleeping Computer 
 
Microsoft investigates outage affecting Microsoft 365 admin center 
Read more at Bleeping Computer 

https://www.govinfosecurity.com/new-york-unveils-nation-leading-water-sector-cyber-rules-a-29060
https://www.edweek.org/technology/opinion-4-principles-for-classroom-ai-from-an-experienced-educator/2025/07
https://www.bankinfosecurity.com/scattered-spider-exploiting-vmware-vsphere-a-29059
https://www.cutoday.info/Fresh-Today/Ripple-Taps-Nation-s-Oldest-Bank-To-Safeguard-Stablecoin-Reserves
https://www.healthcareinfosecurity.com/patients-still-struggle-full-access-to-health-info-a-29063
https://www.hipaajournal.com/blacksuit-ransomware-law-enforcement/
https://www.hipaajournal.com/lake-charles-memorial-health-data-breach-settlement/
https://www.bleepingcomputer.com/news/security/allianz-life-confirms-data-breach-impacts-majority-of-14-million-customers/
https://www.bleepingcomputer.com/news/security/post-smtp-plugin-flaw-exposes-200k-wordpress-sites-to-hijacking-attacks/
https://www.bleepingcomputer.com/news/security/amazon-ai-coding-agent-hacked-to-inject-data-wiping-commands/
https://www.bleepingcomputer.com/news/microsoft/microsoft-investigates-outage-affecting-microsoft-365-admin-center/
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News from Friday July 25, 2025 through Sunday July 27, 2025 
(Reported on Monday July 28, 2025) 

 
Sinkholing Suspicious Scripts or Executables on Linux, (Fri, Jul 25th) 
Read more at SANS 
 
Soco404 and Koske Malware Target Cloud Services with Cross-Platform Cryptomining Attacks 
Read more at TheHackerNews 
 
'Fire Ant' Cyber Spies Compromise Siloed VMware Systems 
Read more at DarkReading 
 
AI-Generated Linux Miner 'Koske' Beats Human Malware 
Read more at DarkReading 
 
Microsoft lifts Windows 11 update block for Easy Anti-Cheat users 
Read more at Bleeping Computer 
 
Cyber Career Opportunities: Weighing Certifications vs. Degrees 
Read more at DarkReading 
 
The Young and the Restless: Young Cybercriminals Raise Concerns 
Read more at DarkReading 

 

https://isc.sans.edu/diary/rss/32144
https://thehackernews.com/2025/07/soco404-and-koske-malware-target-cloud.html
https://www.darkreading.com/vulnerabilities-threats/fire-ant-cyber-spies-siloed-vmware-systems
https://www.darkreading.com/threat-intelligence/ai-generated-linux-miner-koske
https://www.bleepingcomputer.com/news/microsoft/microsoft-lifts-windows-11-update-block-for-easy-anti-cheat-users/
https://www.darkreading.com/cybersecurity-operations/cyber-career-opportunities-certifications-degrees
https://www.darkreading.com/cyber-risk/young-cybercriminals-raise-concerns

