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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Monday July 28, 2025 
(Reported on Tuesday July 29, 2025) 

Government 
CISA flags PaperCut RCE bug as exploited in attacks, patch now 
Read more at Bleeping Computer  
 
Russia's Flag Carrier Cancels Flights After Hack Attack 
Read more at GovInfoSecurity 
 
CISA Adds Three Known Exploited Vulnerabilities to Catalog 
Read more at Cisa.gov 

Financial Institutions 
Allianz Life Breach Tied to CRM Compromise 
Read more at BankInfoSecurity 

 

What the CIO role will look like in 2028 
Read more at CIO.com 

Healthcare 
HHS-OIG Audit Finds Security Gaps at Large Northeastern Hospital 
Read more at HIPAAJournal 
 
Health System Settles Web Tracker Lawsuit for up to $9.25M 
Read more at HealthcareInfoSecurity 

Other 
Endgame Gear mouse config tool infected users with malware 
Read more at Bleeping Computer 
 
Microsoft: macOS Sploitlight flaw leaks Apple Intelligence data 
Read more at Bleeping Computer 
 
Exploit available for critical Cisco ISE bug exploited in attacks 
Read more at Bleeping Computer 
 
Microsoft will stop supporting Windows 11 22H2 in October 
Read more at Bleeping Computer 

https://www.bleepingcomputer.com/news/security/cisa-flags-papercut-rce-bug-as-exploited-in-attacks-patch-now/
https://www.govinfosecurity.com/russias-flag-carrier-cancels-flights-after-hack-attack-a-29065
https://www.cisa.gov/news-events/alerts/2025/07/28/cisa-adds-three-known-exploited-vulnerabilities-catalog
https://www.bankinfosecurity.com/allianz-life-breach-tied-to-crm-compromise-a-29068
https://www.cio.com/article/4022997/what-the-cio-role-will-look-like-in-2028.html
https://www.hipaajournal.com/hhs-oig-audit-security-gaps-large-northeastern-hospital/
https://www.healthcareinfosecurity.com/health-system-settles-web-tracker-lawsuit-for-up-to-925m-a-29069
https://www.bleepingcomputer.com/news/security/endgame-gear-mouse-config-tool-infected-users-with-malware/
https://www.bleepingcomputer.com/news/security/microsoft-macos-sploitlight-flaw-leaks-apple-intelligence-data/
https://www.bleepingcomputer.com/news/security/exploit-available-for-critical-cisco-ise-bug-exploited-in-attacks/
https://www.bleepingcomputer.com/news/microsoft/microsoft-will-stop-supporting-windows-11-22h2-in-october/
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News from Monday July 28, 2025 
(Reported on Tuesday July 29, 2025) 

 
Parasitic Sharepoint Exploits, (Mon, Jul 28th) 
Read more at SANS 
 
Hackers Breach Toptal GitHub, Publish 10 Malicious npm Packages With 5,000 Downloads 
Read more at TheHackerNews 
 
Scattered Spider Hijacks VMware ESXi to Deploy Ransomware on Critical U.S. Infrastructure 
Read more at TheHackerNews 
 
How to Spot Malicious AI Agents Before They Strike 
Read more at DarkReading 
 
Tea app leak worsens with second database exposing user chats 
Read more at Bleeping Computer 
 
Free Autoswagger Tool Finds the API Flaws Attackers Hope You Miss 
Read more at Bleeping Computer  
 
Pro-Ukrainian hackers take credit for attack that snarls Russian flight travel 
Read more at Arstechnica 
 
Email Security Is Stuck in the Antivirus Era: Why It Needs a Modern Approach 
Read more at TheHackerNews 
 
Insurance Giant Allianz Life Grapples With Breach Affecting 'Majority' of Customers 
Read more at DarkReading 

 

https://isc.sans.edu/diary/rss/32148
https://thehackernews.com/2025/07/hackers-breach-toptal-github-publish-10.html
https://thehackernews.com/2025/07/scattered-spider-hijacks-vmware-esxi-to.html
https://www.darkreading.com/vulnerabilities-threats/spot-malicious-ai-agents-strike
https://www.bleepingcomputer.com/news/security/tea-app-leak-worsens-with-second-database-exposing-user-chats/
https://www.bleepingcomputer.com/news/security/free-tool-autoswagger-finds-the-api-flaws-attackers-hope-you-miss/
https://arstechnica.com/security/2025/07/pro-ukrainian-hackers-take-credit-for-attack-that-snarls-russian-flight-travel/
https://thehackernews.com/2025/07/email-security-is-stuck-in-antivirus.html
https://www.darkreading.com/vulnerabilities-threats/allianz-life-breach-affecting-majority-customers

