Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Friday August 01, 2025 through Sunday August 03, 2025

(Reported on Monday August 04, 2025)

Government
Al Still Writing Vulnerable Code

Read more at GovInfoSecurity

What Teachers Should Know About ChatGPT’s New Study Mode Feature
Read more at Edweek.org

Financial Institutions
View to a Patch: Google Tweaks Its Vulnerability Disclosure
Read more at BanklInfoSecurity

17M Vanishes In Days as NYC Youth Job Cards Turn Into ‘Unlimited Cash’ In ATM Scam
Read more at CUtiday.info

Al Agents Can Hack Smart Contracts on Autopilot
Read more at BanklInfoSecurity

Healthcare
Genomics Gear Firm Pays $9.8M to Settle False Cyber Claims
Read more at HealthcarelnfoSecurity

More Than Half of Healthcare Orgs Attacked with Ransomware Last Year
Read more at TheHIPAAJournal

Other
Akira Ransomware Exploits SonicWall VPNs in Likely Zero-Day Attack on Fully-Patched Devices
Read more at TheHackerNews

CL-STA-0969 Installs Covert Malware in Telecom Networks During 10-Month Espionage Campaign
Read more at TheHackerNews

New ‘Plague’ PAM Backdoor Exposes Critical Linux Systems to Silent Credential Theft
Read more at TheHackerNews

ShinyHunters behind Salesforce data theft attacks at Qantas, Allianz Life, and LVMH
Read more at Bleeping Computer
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https://www.govinfosecurity.com/ai-still-writing-vulnerable-code-a-29106
https://www.edweek.org/technology/what-teachers-should-know-about-chatgpts-new-study-mode-feature/2025/07
https://www.bankinfosecurity.com/view-to-patch-google-tweaks-its-vulnerability-disclosure-a-29105
https://www.cutoday.info/Fresh-Today/17M-Vanishes-In-Days-as-NYC-Youth-Job-Cards-Turn-Into-Unlimited-Cash-In-ATM-Scam
https://www.bankinfosecurity.com/ai-agents-hack-smart-contracts-on-autopilot-a-29104
https://www.healthcareinfosecurity.com/genomics-gear-firm-pays-98m-to-settle-false-cyber-claims-a-29108
https://www.hipaajournal.com/half-healthcare-orgs-successful-ransomware-attack/
https://thehackernews.com/2025/08/akira-ransomware-exploits-sonicwall.html
https://thehackernews.com/2025/08/cl-sta-0969-installs-covert-malware-in.html
https://thehackernews.com/2025/08/new-plague-pam-backdoor-exposes.html
https://www.bleepingcomputer.com/news/security/shinyhunters-behind-salesforce-data-theft-attacks-at-qantas-allianz-life-and-lvmh/

News from Friday August 01, 2025 through Sunday August 03, 2025
(Reported on Monday August 04, 2025)

Flaw in Gemini CLI coding tool could allow hackers to run nasty commands
Read more at Arstechnica

Hackers Use Facebook Ads to Spread JSCEAL Malware via Fake Cryptocurrency Trading Apps
Read more at TheHackerNews

ChatGPT, GenAl Tools Open to '‘Man in the Prompt' Browser Attack
Read more at DarkReading

Hackers target Python devs in phishing attacks using fake PyPI site
Read more at Bleeping Computer

Securing Firebase: Lessons Re-Learned from the Tea Breach, (Wed, Jul 30th)
Read more at SANS

In search of riches, hackers plant 4G-enabled Raspberry Pi in bank network
Read more at Arstechnica

FunkSec Ransomware Decryptor Released Free to Public After Group Goes Dormant
Read more at TheHackerNews

Silk Typhoon Linked to Powerful Offensive Tools, PRC-Backed Companies
Read more at DarkReading
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https://arstechnica.com/security/2025/07/flaw-in-gemini-cli-coding-tool-allowed-hackers-to-run-nasty-commands-on-user-devices/
https://thehackernews.com/2025/07/hackers-use-facebook-ads-to-spread.html
https://www.darkreading.com/vulnerabilities-threats/attackers-use-browser-extensions-inject-ai-prompts
https://www.bleepingcomputer.com/news/security/hackers-target-python-devs-in-phishing-attacks-using-fake-pypi-site/
https://isc.sans.edu/diary/rss/32158
https://arstechnica.com/security/2025/07/in-search-of-riches-hackers-plant-4g-enabled-raspberry-pi-in-bank-network/
https://thehackernews.com/2025/07/funksec-ransomware-decryptor-released.html
https://www.darkreading.com/threat-intelligence/silk-typhoon-powerful-offensive-tools-prc

