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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Monday August 04, 2025 
(Reported on Tuesday August 05, 2025) 

Government 
Do We Really Need IT-OT Integration? 
Read more at GovInfoSecurity 

 

Russia Uses ISPs to Spy on Diplomats, Warns Microsoft 
Read more at GovInfoSecurity 

 

Senate Confirms Trump's National Cyber Director Nominee 
Read more at GovInfoSecurity 

Financial Institutions 
Ransomware gangs join attacks targeting Microsoft SharePoint servers 
Read more at Bleeping Computer 
 
FinCEN Warns Financial Institutions: Watch For Suspicious Activity At Crypto Kiosks 
Read more at CUtoday.info 
 
NVIDIA Triton Bugs Let Unauthenticated Attackers Execute Code and Hijack AI Servers 
Read more at TheHackerNews 

Healthcare 
Jury Holds Meta Accountable in 'Landmark' Privacy Decision 
Read more at HealthcareInfoSecurity 

 

Medical and Dental Groups Settle Class Action Data Breach Lawsuits 
Read more at TheHIPAAJournal 

Other 
Proton fixes Authenticator bug leaking TOTP secrets in logs 
Read more at Bleeping Computer 
 
CTM360 spots Malicious ‘ClickTok’ Campaign Targeting TikTok Shop users 
Read more at Bleeping Computer 
 
New Plague Linux malware stealthily maintains SSH access 
Read more at Bleeping Computer 

https://www.govinfosecurity.com/do-we-really-need-it-ot-integration-a-29117
https://www.govinfosecurity.com/russia-uses-isps-to-spy-on-diplomats-warns-microsoft-a-29113
https://www.govinfosecurity.com/senate-confirms-trumps-national-cyber-director-nominee-a-29116
https://www.bleepingcomputer.com/news/security/ransomware-gangs-join-attacks-targeting-microsoft-sharepoint-servers/
https://www.cutoday.info/Fresh-Today/FinCEN-Warns-Financial-Institutions-Watch-For-Suspicious-Activity-At-Crypto-Kiosks
https://thehackernews.com/2025/08/nvidia-triton-bugs-let-unauthenticated.html
https://www.healthcareinfosecurity.com/jury-holds-meta-accountable-in-landmark-privacy-decision-a-29115
https://www.hipaajournal.com/medical-dental-groups-settle-class-action-data-breach-lawsuits/
https://www.bleepingcomputer.com/news/security/proton-fixes-authenticator-bug-leaking-totp-secrets-in-logs/
https://www.bleepingcomputer.com/news/security/ctm360-spots-malicious-clicktok-campaign-targeting-tiktok-shop-users/
https://www.bleepingcomputer.com/news/security/new-plague-malware-backdoors-linux-devices-removes-ssh-session-traces/
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News from Monday August 04, 2025 
(Reported on Tuesday August 05, 2025) 

 
Mozilla warns of phishing attacks targeting add-on developers 
Read more at Bleeping Computer 
 
New ‘Plague’ PAM Backdoor Exposes Critical Linux Systems to Silent Credential Theft 
Read more at TheHackerNews 
 
PlayPraetor Android Trojan Infects 11,000+ Devices via Fake Google Play Pages and Meta Ads 
Read more at TheHackerNews 
 
Nvidia Patches Critical RCE Vulnerability Chain 
Read more at DarkReading 
 
Threat Actors Increasingly Leaning on GenAI Tools 
Read more at DarkReading 
 
Fashion giant Chanel hit in wave of Salesforce data theft attacks 
Read more at Bleeping Computer 
 
AI site Perplexity uses “stealth tactics” to flout no-crawl edicts, Cloudflare says 
Read more at Arstechnica 
 
NVIDIA Triton Bugs Let Unauthenticated Attackers Execute Code and Hijack AI Servers 
Read more at TheHackerNews 
 
Man-in-the-Middle Attack Prevention Guide 
Read more at TheHackerNews 
 
The Wild West of Shadow IT 
Read more at TheHackerNews 
 
CISA & FEMA Announce $100M+ in Community Cybersecurity Grants 
Read more at DarkReading 
 
Akira Ramps Up Assault on SonicWall Firewalls, Suggesting Zero-Day 
Read more at DarkReading 
 

 

https://www.bleepingcomputer.com/news/security/mozilla-warns-of-phishing-attacks-targeting-add-on-developers/
https://thehackernews.com/2025/08/new-plague-pam-backdoor-exposes.html
https://thehackernews.com/2025/08/playpraetor-android-trojan-infects.html
https://www.darkreading.com/vulnerabilities-threats/nvidia-patches-critical-rce-vulnerability-chain
https://www.darkreading.com/remote-workforce/threat-actors-leaning-genai-tools
https://www.bleepingcomputer.com/news/security/fashion-giant-chanel-hit-in-wave-of-salesforce-data-theft-attacks/
https://arstechnica.com/information-technology/2025/08/ai-site-perplexity-uses-stealth-tactics-to-flout-no-crawl-edicts-cloudflare-says/
https://thehackernews.com/2025/08/nvidia-triton-bugs-let-unauthenticated.html
https://thehackernews.com/2025/08/man-in-middle-attack-prevention-guide.html
https://thehackernews.com/2025/08/the-wild-west-of-shadow-it.html
https://www.darkreading.com/cyberattacks-data-breaches/cisa-fema-100m-cybersecurity-grants
https://www.darkreading.com/threat-intelligence/akira-sonicwall-firewalls-zero-day

