Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Tuesday August 05, 2025

(Reported on Wednesday August 06, 2025)

Government
CISA Releases Two Industrial Control Systems Advisories
Read more at Cisa.gov

CISA Unveils Final $100M Cyber Grants as State Burdens Soar
Read more at GovInfoSecurity

CISA Adds Three Known Exploited Vulnerabilities to Catalog
Read more at Cisa.gov

Financial Institutions
Google and Cisco Report CRM Software Breaches Via Vishing
Read more at BankinfoSecurity

Americans Regain Financial Footing—What Credit Unions Need To Know
Read more at CUtoday.info

Healthcare
Hacks on 3 Specialty Medical Providers Affect Nearly 800,000
Read more at HealthcarelnfoSecurity

DaVita Ransomware Attack Affects More Than 1 Million Individuals
Read more at TheHIPAAJournal

Other
PBS confirms data breach after employee info leaked on Discord servers
Read more at Bleeping Computer

Google’s August Patch Fixes Two Qualcomm Vulnerabilities Exploited in the Wild
Read more at TheHackerNews

Cisco discloses data breach impacting Cisco.com user accounts
Read more at Bleeping Computer

SonicWall Investigating Potential SSL VPN Zero-Day After 20+ Targeted Attacks Reported
Read more at TheHackerNews
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https://www.cisa.gov/news-events/alerts/2025/08/05/cisa-releases-two-industrial-control-systems-advisories
https://www.govinfosecurity.com/cisa-unveils-final-100m-cyber-grants-as-state-burdens-soar-a-29130
https://www.cisa.gov/news-events/alerts/2025/08/05/cisa-adds-three-known-exploited-vulnerabilities-catalog
https://www.bankinfosecurity.com/google-cisco-report-crm-software-breaches-via-vishing-a-29134
https://www.cutoday.info/Fresh-Today/Americans-Regain-Financial-Footing-What-Credit-Unions-Need-To-Know
https://www.healthcareinfosecurity.com/hacks-on-3-specialty-medical-providers-affect-nearly-800000-a-29128
https://www.hipaajournal.com/davita-ransomware-attack/
https://www.bleepingcomputer.com/news/security/pbs-confirms-data-breach-after-employee-info-leaked-on-discord-servers/
https://thehackernews.com/2025/08/google-fixes-3-android-vulnerabilities.html
https://www.bleepingcomputer.com/news/security/cisco-discloses-data-breach-impacting-ciscocom-user-accounts/
https://thehackernews.com/2025/08/sonicwall-investigating-potential-ssl.html

News from Tuesday August 05, 2025
(Reported on Wednesday August 06, 2025)

Pandora confirms data breach amid ongoing Salesforce data theft attacks
Read more at Bleeping Computer

Stealing Machine Keys for fun and profit (or riding the SharePoint wave), (Tue, Aug 5th)
Read more at SANS

Voice phishers strike again, this time hitting Cisco
Read more at Arstechnica

ClickFix Malware Campaign Exploits CAPTCHASs to Spread Cross-Platform Infections
Read more at TheHackerNews

RCE Flaw in Al-Assisted Coding Tool Poses Software Supply Chain Risk
Read more at DarkReading
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https://www.bleepingcomputer.com/news/security/pandora-confirms-data-breach-amid-ongoing-salesforce-data-theft-attacks/
https://isc.sans.edu/diary/rss/32174
https://arstechnica.com/security/2025/08/attackers-who-phished-cisco-downloaded-user-data-from-third-party-crm/
https://thehackernews.com/2025/08/clickfix-malware-campaign-exploits.html
https://www.darkreading.com/vulnerabilities-threats/rce-flaw-ai-coding-tool-supply-chain-risk

